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+ $ B- Ethernet $ e + -B
+ - ' - & I+ Ethernet ,
$ B + - - $ - - $ e

0 . T - - B 0 - e = 0
e- % - 9% - - -
Raspberry Pi + © - -2 Broadcom BCM2835,
' + + ARM1176 JZF-S & (oF <] Broadcom
VideoCore IV GPU -512 6 SDRAM  + USB + +
- - & ' - - + -
- RCA - HDMI - - - -
SD/MMC/ SDIO ' e CO&+ '
b Raspberry  Pi $ ' -
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- L + ' v |
-0 $ . - '
- B Windows - - -
- + - ' &+ ARM- -
Raspberry Pi? + - + - % - Linux ,
b u © a Debian (Raspbian -
- Arch Linux ARM - Pidora - - - - '
Raspberry Pi  +- ' -+, -
.. -& SD
& ' Win32 Disk Imager é $
& ' - % - - -
é - - 8 - Raspberry Pi 0
- - ' - $
3 -& $ -
- -
- - -$- 38 $ "l
-+ Linux &  $
I $ - $ - ! & &
-+ & ' ' - ' - Raspberry Pi - -
! - - - $ $
- - $ * - $ startx

Raspberry  Pi

2 www.raspberrypi.org
% http://isearch.kiev.ua/uk/searchpractice/science/#58 to-getstartedwith-raspberrypi
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+ Debian
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New Out of Box Software - NOOBS e

- e

- Raspbian , Pidora -

4 www.raspberrypi.org/downloads

11

Shift -

SD-
Windows !

Linux -

$ -



iX ¢ %BEAf¥%!3 »al°Ef°

X Windows :Win32 Disk Imager °
x Linux :ImageWriter °
x OS X :RPi-sd Card Builder '
+ - é ' & DD Linux
oS X | - é & - $ + DD
- $ - "l DD
$ + ,
' & DD ' ' Raspberry Pi SD-
- Linux/OS X R GuUl ' ' 'o-
& $ - - ' -
' DD.
u ' SD- - u + -t
Raspbian ' Raspberry Pi -Win32 Disk Imager
' & - & &
é SD- ' '
- ' SD o} +
- - - Windows  é
. - - Win32 Disk Imager $
- & -
- - - - - & - & ' + - % '
[} - IMG Raspbian .ZIP '
i -3 ' ' Win 32 Disk Imager -
! -8 - ZIP '
' roo- - $ Win 32 Diskimager .exe.
G ! Win 32 Disk Imager ( - $ '
0 - $ Write
| I % Win32 Disk Imager o= ==
- Ras P bian Image File Device
sSD. Win 32 Disk C:/Users/Jason/Desktop/20 13-02-09-wheezy-raspbian.img
Imager $ [E] MDS Hash:
- Progress
- $ Yes 3
u u Version: 0.7 Cancel Read | write [ it
+ ' $ - $
) a i SD-
' SD-

> http://sourceforge.net/projects/win32diskimager/

® http://launchpad.net/usimagewriter

" http://allthewarewordpress.com/2012/12/11/easiagty-sd-card-setup/
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Raspbian Pi

.112360) usb
.252267) ush
2641681 usb
.2763121 usb
2849241 usbd 1-1
.315703) luput:
.349664) hid-generic 0003:04D9:1702.0002:
4.4018901 input:
1 Starting the hotplug events dispatcher: udevdl
on usb-bcn2?08_usb-1.3.57inputl
4.406850) udevd(1421: starting version 175
.5525681 usb 1-1.3.6 ow high-cpoed USB device nunber ? using dwc_oty
4.691572) usb 1-1.3.6: New USB device found,
.?2227?2) usb 1-1.3
.?532701 usb 1-1.3
.?7877021 usb 1-1.3.
.808571) usd 1-1.3.6:

: new low-speed USB device number 6 using dwc_otg
New USB device found, idVendor=04d9,
New USB device strings: Hfrs:
Product: USB Keyboard

1-1.3.5:
1-1.3.5
1-1.3.5
1-1.3.5
1-1.3.5: Manufacturer:

4
1
1
1
1
1
4

4
¢
1
1 11n ULAN Adapter
4
1

idProduct=1702
Product=2, SerialNunbe:

USB Keybuard as sdevicessplabforasbung?08_usbrusbl 1-1-1-1.5/1-1.3.5/1-1.3]
input,hidrawi: USB HID vl.10 Keyboard [
USB Keyboard as sdevicessplatfora/ben2708_usb/usbisi-1,1-1.3,1-1,3.5-1-1.3|
4.4356601 hid-generic 0003

USB Keybol

04D9:1702.0003

idVendor=?392, idProduct=7811
New USB device strings: Hfr=i, Product=2, SerialNumber=3

[} i " 6u Raspbian
a + ' - $ - SD-
! ( 4) + o+
- - - - . Raspberry Pi ' &
‘ HDMI RCA $ USB- $  Ethernet /Wi-
- $ $ -1+ - - - & - Pi
- - SD- +- ' SD
MicroUSB $ o
' Pi. 8 - -3 - 1.5):
E:I NigknouuTH gucnnei a NigrniaunTy BXig
AKWO He BUKOPHUCTOBYETLLA Nig'earatn USB
HDMI, nig'enHalite ananor. Knasiatypy i muwy
TV ato meHiTop %

ADID

o IR

L 9,

Bcraswtu SD kapty

YuTak BULLE, SK
nigrotoenta SD KapTy

=

Sheare

MRNSE
Moaat MuBNeHHA iR
Beraeuti mikpo USB

PO3'€M HHENEHHA TV abo moHitop

Raspberry Pi

LsrAKKUIA cTapT

Niaknountd guennei

Mig'egHaTv Baw udposunn

MigKNONUTY MepeXy

Nig'egHatuca 4o eawoi
npoeigHoi mepexi (onyia)
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+ $ ] + 1
Raspberry Pi
,
| ! $
- Raspi-config
$- $
= = = Raspi-config
- $ |
. expand_rootfs Expand root partition to fill SD card
overscan Change overscan
- $ configure_keyboard Set keyboard layout
change pass Change password for 'pi’ user
f change_locale Set locale
- - change_timezone  Set timezone

nenory_spl it Change menory split
' overclock Configure overclockin
ssh Enable or disable ssh server
boot_behauiour Start desktop on boot?
update Try to upgrade raspi-config

- - $ Select> <Finish>

a u - -
Raspi - confi
Expand _rootfs . & P g
' Yo+ expand _rootfs ) '
Raspbian + - $ é . SD- - $
' - . - . 0
-+ SD, - + - ' - ' -
é - - - - - -
expand _rootfs - -$  -- $ '
- + - ' "Boot partition has been resized . The
filesystem will be enlarged upon next reboot.” (" $ -
- . - $
- ). & - $ 0o
o] ' ' overscan ). o]

(overscan - -$i enable ).
- ' & ! Pi -
" e - $ change _timezone - - % - i,
- - us - - - - '
$ - ' Eastern é ! -,

SSH. 6 - % - - & ' Raspberry Pi
& SSH - i - $
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! & SSH ssh 1 - -$ 0 -
(enable 0 -$ 00 - Raspi - config !
&
-+ - - Boot behavior ). U
! Raspbian ' 'o-
' ' + 8 Raspberry Pi.
‘I ]
boot _behavior - a Yes - - $ y -
' $ " 3 Should we boot
straight to the desktop "
a ' - - I- - &
- $ - - + - $ $ -
o - - configure _keyboard ).
é & ! $ -
T - & Change _pass ). 1 "+ - $
raspberry ! +
T - - -, Change _locale ). é &
- ' - ' -+ - $ &
&
g - ' "o Memory _split ). T -
-+ "% ! - '+ 8 - GPU -
0 + Lot - -
Pi $ - - $ -
g - Overclock ). Pi + oé ARM.
Raspberry Pi Foundation - - + - Pi MHz ée
+ 1
a tl $
- &
o] ' Update ). p -
' - Raspi - config a ' - $ !
- Rasbian +
- - - Raspi - config
$
0 - ' - - -
- $ - & - - $Finish (& + "o
' & - $ Yes (U |
$ - - $ '

15
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a Rasbian -
- LXDE, Lightweight X11 Desktop Environment -
- $ - $ - -. o}
' + 8 startx
0 - & ' -0
- - Wi-Fi
-0+ Ethernet & & - $
- $
ol - - - - $ WiFi Config
- wpa_config ' ! ( 0 - $
Scan (U ") $ -

File Network Help

Adapter: wlan0 v
Network: | v'

Current Status | Manage Networks | WPS |

Status: Inactive
Last message:
Authentication:
Encryption:

SSID:

BSSID:

IP address:

[4] 3 wpa_config

o ' + - Wi-Fi

PSK & - $ Add i - - - (
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wireless o x

SSID [wireless

Authentication [WPA-Personal (PSK)

L L]

Encryption  [TKIP
PSK | l

method |10 |

Identity [

Password [

CA certificate [
CWEP key

€ keyo [

€ okeyl [

Ckey2 |

Ckey3 [

~Optional Settings -

Dstring | priority [0 =

Inner auth g

wes [ add Remove |

$ - - - % - wpa_gui.
G ' - 1 Wi-Fi  + '
' - | + Ethernet
' - ' !
+ L - isearch .kiev .ua?
0 - - $ Midori .  Midori -

- - - - % isearch .kiev .ua:

How %o Geok - For Groks, ly Geeks

Moy & IHispssi - 1 de mwe 13 aiues, s @ Coogls 1 @ g
O | RIS RRIR 3 A SRR GRS 23 A1 %‘

erron
A HAGAANEIK| 2CAFTM (N TRIRANMIIAY
“piaman kx. DMIHKE VKSR § 3HAXUIAIN H2 TYLE HKil ML,
WATH JACTYT Ty, KYAH oty TNCIGAIOT,, CTRUMAATY 1100
RO WGHW HA CAATIX WATTRRD — UIR KR (HAHTACTM, A MPOCTC
UMM ULy 41 P

ity roun DN
I 1AL
'

HNARHSCUA. 1 Y HAINE CHNTX CTATH RObeCnkRnnN

DO 3 MDE@KTAMIN KBTI Mt e 0 C51 1. e 4 EAens e K PR 1 e

N=m [ Howb Gaek - For..|

[} é- Midori
0 ! + - & -
WebKit Midori $ ' isearch .kiev .ua (
Pi -

o
1
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| Midori - - - $ - -

sudo apt - get update && sudo apt - get upgrade

LXTerminal ,
! - ' é -3 ( A1.11)

apt-get upgradel}

7] + - LXTerminal

b’ - - + Raspbian

ile Ecit Tabs Help

:6 http://mrrordirector.raspbian.org wheezy/non-free armhf Pac<ages [47.8

17 http://m.rrordirector.raspbian.org wheezy/rp1 armhf Packages [14 B]
http://mirrordirector.rasabian. wheezy/contr:b Translation-zn_GB
http://mirrordiractor.rasobian. wheazy/contr.b Translation-an
http://mirrordirector.rasaobian. wheezy/main ~ranslation-en_GB
http://mirrordirector.rasobian. wheezy/main ~ranslation-en
http://mirrordirector.rasabian. wheezy/non-free Trarslation-en_GB
http://mirrordircctor.rasobian. wheezy/non free Trarslation en
http://mirrordirector.rasabian. wheezy/rpi Translation-en_G3
gn http://mirrordirector.rasobian. wheezy/rp1 Translation-en
Fetched 7,496 kB in S57s (130 <B/s)
Reading package lists... Done
Reading package lists... Done
Building dependency tree
Reading state -nformation Jone
The Tullowing packages wi bz upyraded:
curl gdb gdbserver cvfs gvfs-backends gvfs-common gvfs-dzemons gvfs-fuse
gvfs-libs libcurl3 libgail-3-0 libgtk-3-0 libgtk-3-bin libgtk-3-zommon
libpoppler19 libproxy® perl perl-base perl-modules poppler-utils
20 upgraded, © newly installed, © to remove and © not upgreded.
Need to get 18.7 MB of archivss.
After this operation, 5,120 B disk space will be freed.
Do you want to continte [Y/nl? i

18
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0 - $ ' $ -
- - $ - Reboot + :
(
Logout LXDE session?
+ Shutdown
4] Reboot
8] Logout
ogancel
[} & - - ' -
i $ - - ' -
- % - LXDE & -
Raspberry  Pi ' Raspbian -+
- vo- - |
Y- . Pi.
o - .
! +
& Raspberry  Pi '
$ +
| '
Raspberry  Pi Linux
é & SD - Raspberry Pi.
é + - Raspbian - &+
+ .. ! - - u !
- ! & $ Windows -
- Raspbian + Linux i ' Raspberry Pi
- - % - -$ - 3 +  Linux.

® http://isearch.kiev.ua/uk/searchpractice/methodsinstruments/iBuSefukcommands
raspberrypi-which-everyusershouldknow
19
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i - $ , ! & '
Linux $ , Raspberry Pi + 8 -
.- - - - $- &
R $
a - -
Linux - -
L} 1 $ L} -
$ . -
y . Raspberry Pi  Raspbian
LXTerminal ( 1.14).
-
IDLE 2
©
WiF Config
LXTerminal
W4 | wpa_supplicant pra_gL
] T LXTerminal
o] ' Raspberry  Pi
o} -+ !
& - &+ =+ -
& g $
- - '+ 8 - © - a $
0
- pi @aspberrypi $- ! -
T GUlI - - &
- - a
+ - pwd (print working
é Is !
- -$ o o}
& Edward - ' ocd..
$- % 6 -
mkdir  newdir newdir - & &
+ - $ -

20

$

" - _ $

directory -

cd edward

mkdir P
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/ home/ edward / newdir 1/ newdir 2 && $ ' -newdir 1
&+ & .
b - - : -8
+ - - - -
G - -
0 - % - -+ &
sudo b - + - Linux
Raspbian ! '
© a - -
- - & Windows .
o] sudo apt-get install synaptic
$ - synaptic ° - $
' ' Raspberry
L} - ).
0 -+& -3 ' -
sudo raspi -config . é - + ( '

4 Setup Options

a 1 Expand Filesystem

& 2 Change User Password

a 3 Enable Boot to Desktop
a 4 Internationali=sation Cptions=
i 5 Enable Camera

-1 6 Add to Rastrack

-1 T Owverclock

a & Advanced Options

a 9 Lbout raspi-config

&

&

-1 <Select

Pi Software Configuration Tool

(raszpi-config)

Ensures that all of the 5D card s
Change password for the defaunlt u
Choosze whether to boot into a des
S5et up language and regional sett
Enable this Pi to work with the R
Add this Pi to the online Raspber
Configure overclocking for your P
Configure advanced settings

Information about this configurat

<Finish>

adaadadaaaa

-newdir 2,

©“

Pi '

(@
1

+ Raspbian , -

$ startx , !
' & . [ -
' sudo shutdown +

Raspberry Pi -

now, !

® http://isearch.kiev.ua/uk/searchpractice/science/a¥#88 to-install-appicationson-raspberry

Pl
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é sudo  shutdown ¥ now
& ' - 5 minutes
13:45 (

sudo shutdown +h 13:45

pifraspberrypi sudo shutdown -h 13:45 &
[1] 2505
pifraspberrypi

Broadcast message from root@raspberrypi (pts/1) (Fri Mar 21 13:39:39 2014):
The sy 1 system halt in & minutes!

fman(manual ) dhfZg"Z + '

tIs (list) - -

Is -lha - + - & & - -

- $ -

Is -lha | less - $ ' -

o
tmv(move) -
tcp (copy) - -&
frm (remove ) -
> - P b & - -

! -. /site <ZrB~hf_lgg /

> access.log
> error.lo g
> combined.log
t du -h -- max depth =1.

a ' -3 - + 8" -

a + -& - . -

é $ & ' $ U

-+

0 - - ! +
Raspberry Pi  © a - - !

- b - Pi '

22
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+ - -. Raspberry  Pi

Raspberry  Pi +

10 _ -&
L} - - 6 ' - - L}
- - Yl +
L} $ -
- Pi
o - © a -
- ' 3 ps 3 dgf 3 tbp ¢ -
' htop ~ idtop ~ - glances M - -
- -3 [proc © 0O - $ +
Tpuinfo - - $ -
- $
cat /proc / cpuinfo
@ $ $ - Raspberry Pi -
+ - - ARM Intel " - Windows - +0 -
& - Mac + - ARMv - I
+ BCM ' ' + -  Broadcom & -
ARMv + -+ & - ARM ¢é- % - $ - -
- & $ - ARMv - + - $
- - ' ARMvS.
pi@raspberrypi ~ § cat /proc/cpuinfo
Processor : ARMv6-compatible processor rev 7 (v61)
BogoMIPS : 697.95
Features : swp half thumb fastmult vfp edsp java tls
CPU implementer : Ox41
CPU architecture: 7
CPU variant : 6x0
CPU part : Oxb76
CPU revision =/
Hardware : BCM2708
Revision : 600e
Serial : 00000000a37c4d6f
pi@raspberrypi ~ $
2] 3 -
B - 'o- ' - - 3% [proc ’
& & $ 9Jproc/ meminfo ©  PRproc / partitions " - [Yroc / version
0 - & 3 cat ’

19 hitp://isearch.kiev.ua/uk/searchpractice/methodsinstrumentsfir@08g-your-raspberrypis-
systeminformation
Y http://www.maketecheasi@omthree systemmonitoringtools-supplementop/

23
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X cat /proc / meminfo - + - -& "%

X cat [/ proc / partitions + - - -%$- 3 - - -
SD HDD

X cat /proc /version + -& Pi (

pi@raspherrypi cat /proc/version
Linux version 3.6.11+ (dc4fdcd4-arm-01) (goc version 4.7.2 20120731 (prerelease)
) )

{crosstool-NG linarc-1.13.1+bzr2458 - Linaro GCC 2012.08 #474 PREEMPT Thu J

13 17:14:42 BST 2013

a R - -&
B -, ! - $ - - 3 proc -
Linux , , Raspberry  Pi - $
! R + - &, ! - $ Raspberry
Pi. B ycgencmd ’ -+,
- - Raspberry Pi, & & - , - -

vcgencmd measure _temp

@ $ ' - (
temp=51.9' C

pifraspberrypi vocgencmd measure Temp

temp=51.9'C

b + :
Pi -& Raspberry Pi

cat /sys/devices/system/cpu/cpuO/cpufreq/scaling_cur_freq
cat /sys/devices/system/cpu/cpuO/cpufreqg/scaling_min_f req
cat /sys/devices/system/cpu/cpuO/cpufreqg/scaling_max_freq

pi@raspberrypi $ cat /sys/devices/system/cpu/cpu/cpufreq/scaling_cur_freq

700000
pi@raspberrypi $ cat /sys/devices/system/cpu/cpuB/cpufreq/scaling_min_freq

700000

pi@raspberrypi $ cat /sys/devices/system/cpu/cpuB/cpufreq/scaling_max_freq
9560060
pi@raspberrypi ~ $
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4] $ $ - 950000 + Mé

R - - $ ' - &
dcgencmd measure clock CLOCKNAME CLOCKNAME+ h264,
isp , v3d, uart , pwm emm¢ pixel , vec, hdmi dpi 0O

vcgencmd measure _clock arm

o $ 700000000 + 0é

frequency (45)=700000000

é - !

f or src in arm core h264 isp v3d uart piwm emmc pixel vec hdmi

dpi ; do \
echo -e"$src: \t$(vcgencmd measure_clock $src)" ; \
done

) 3 wvcgencmd © ' '
dcgencmd measure _volts ~ ! - - !
sdram _c , sdram _i -sdram _p.

0

vcgencmd measure _volts  core

o $ ' volt =1.20 V
0 - $ -
for id in core sdram_c sdram_i sdram_p ; do \
echo -e"$id: \t$(vcgencmd measure_volts $ id)"; \
done
dcgencmd codec _enabled CODECNAME CODECNAME+ H264,

MP@, Wva, MP@E, MJIPG WMY. 6

vcgencmd codec _enabled H264

! - & '
for codec in H264 MPG2 WVC1 MPG4 MJPG WMV9 ; do \
echo -e"$codec: \t$(vcgencmd codec enabled $codec)" ; \

done

25
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' T 'S - - GPU,
pi@raspberrypi /proc $ vcgencmd get_mem arm &% vcgencmd get_mem gpu
arm=448M

gpu=64M
pi@raspberrypi /proc $

- . Is
- - Raspberry Pi
USB- ' é Isusb  ( ! -

pi@raspberrypi lsusb
Device 002: ID 0424:9512 Standard Microsystems Corp.
Device 001: ID 1deb:0002 Linux Foundation 0 root hub
Device 003: ID 0424:ec00 Standard Microsystems Corp.
Device 004: ID 05e3:0608 Genesys Logic, Inc. USB-2.0 4-Port HUB

Device 005: ID 148f:5370 Ralink Technology, Corp. RT5370 Wireless Adaptel

Device 006: ID 046d:c404 Logitech, Inc. TrackMan Wheel
Device 007: ID 045e:00dd Microsoft Corp. Comfort Curve Keyboard 2000 V1.

o &+ Nano Raspberry  Pi

& & -
& Raspberry Pi ' - ou
- Linux + '
12 é _
. & )
IP- - '
- - ' Samba -

12 http:/lisearch.kiev.ua/uk/searchpraetimethodsinstruments/18@@astertext-editornancon-
raspberrypi
26
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Y - - Linux - $
+ nano, vi -emacs O + ! $ - -

Emacs - & & '

vim, VI- - - ' + Linux -
" -' Unix- -  FreeBSD - Solaris

-+ Vi + - . -

- % - -

nano filetoedit . txt

e

okrwhpE

& nano:

touch <ffyBnZcetZ

cat > ffyBnZceZ2 ' - ctrl +z
vim «fffyBnZceZ -9'B
HFKR |_dkl ¢ffyBnZceZz

> «ffyBnZceZ $ -

cp *ffyBnZceR <ffyBnZceZ -&

a - nano Yo
- e -3 ! - %
ENTER ! ' Backspace

2 i
- - $ - Control (CTRL)
- & X CTRL+ X é "l
- ( ) -3 - Y @
- - !
' - - -9 - ENTER,

27
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' CTRL+O - CTRL+ X
: ) oo Enter !

BEs Backup File

a é - -
- - $ CTRL+W
( 25) - - $ENTER
S -$ ALT+W ! -
- - $ALT+R - $ ! - - $ -
ENTER G - $ ' - - - $ENTER ! +-
$
s Cancel F 1 =
[} é
- - - $ - - CTRL+K ! - '
+ - -3 - - $Crl+U ! ' !
- -3 v CTRL+K - %
' v + $ - - = - -3 -
Ctrl+U ! - 'o- -
i ! _& L - !
+ ALT ! -& ' - CTRL+U !
' - $ ALT+\ !
$ ' - $ ALT
' - $ CTRL B - - $ - '
ENTER.
0% ! - $ - nano :
x CTRL+X =* 7 -
X CTRL+O #*1
x CTRL+W, ALT+W %17 -
X ALT+R %1 - -
X CTRL+K,CTRL+U & - -
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X ALT+6, CTRL+U *0 -& -
X ALT+\,ALT+ =+56 -
x CTRL+_ +=+ -

Nano + - .
CTRL+ G F1. © -

$ . : -& - & .
- ' $-" . . -

' Raspberry Pi
- - - % -
Y - $ 13 1 L} -
- 'o- & $°
'o- - é
- !
0
Raspbian + - Debian -
- root sudo :

sudo dpkg-reconfi gure keyboard - configuration

setupcon - root sudo !

sudo setupcon

! $
keyboard - configuration -

sudo apt - get install keybo ard - configuration

13 http://isearch.kiev.ua/uk/searchpractice/methodsinstrumentsi@83o-changethe-

keyboardlayoutin-raspbian
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u ' - & & ' $
Raspberry Pisudo raspi -config ( :

800 1. pi@raspberrypi: ~/python_games (ssh) 3

Raspi-config

info Information about this tool
expond_root fs Expond root partition to fill SD cord
overscan Chunge overscan

T 1
I I
I I
I I
| I
I I
I |
I I
I change_locale Set locale I
I change_timezone Set timezone I
I I
I I
I I
I I
I I
I I
I I
| I
I I

memory-split Change memory split

ssh Enable or disable ssh server
boot_behaviour Stort desktop on boot?
update Try to upgrade raspi-config

<Select> <Finish?

a é- - raspi -config

é- + 8 - $ - $ -&
configure _keyboard . 1 -, , + & Logitech Generic
Keyboard ( 27) :

800 1. pi@raspberrypi: ~/python_games (ssh) '3
Package configuration

& uring keyboard-configuration |
Please select the mndel of the kay'bocm:l of this machine.

Keyboard model :

Logitech Cordless Freedom/Desktop Navigator
Logitech diNovo Edge Keyboard

Logitech diNovo Keyboard

Logitech G15 extra keys via Gi5daemon

o9

Logitech Inturnet. Keybonrd

Logitech Internet Mavigator Keyboard

Logitech iTouch

Logitech iTouch Cordless Keyboard (model Y-RB6G)
Logitech iTouch Internet Novigator Keyboard SE

<Ok> <Cancel>

CE X F N R E F

: ! Raspberry Pi - "+ $
e -.é + - & Other (
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800 1. pi@raspberrypi: ~/python_games (ssh) "3
Package configuration

19
Please select the loyout. mat.ching the keyboard for this machine.
Keyboard layout:

English (UK)

English {UK) - English (UK, Colemak)

English iut) English (UK, Dvorak)

English {UK) - English (UK, Dvorak with UK punctuation)

English (UK) - English (UK, international with dead keys)
English (UK) - English (UK, Macintosh)

English (UK) - English (UK. Macintosh internatiocnal)
ther

|
|
|
|
|
|
|
|
I English EW) English EUK. extended WinkKeys)
|
|
|
|
|
|
|
|

] e - -

- + @nglish  (US '

800 1. pi@raspberrypi: ~/python_games (ssh) "
Package configuration

guring keyboard-configuration |
I The layout of ka]rbourds varies per country, with some countries having
| multiple common loyouts. Please select the country of origin for the

| keyboard of this computer.

|

| Country of origin for the keyboard:

Dutch

Dzongkha

English (Camerocn)
English (Ghana)
English (Nigeria)
English (South Africa)

4 N RN ORE N ORY = O

<O <Cancel »

|

|

|

|

|

|

|

| English éuﬂ
|

| speran
|

|

|

|
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800 1. pi@raspberrypi: ~/python_games (ssh) "

Package configuration
onfiguring keyboard-configuration F

Please select the layout matching the keyboard for this machine.
Keyboard layout:
4
S B e ee ]
English (US) - English (classic Dvoraok) 1
English (US) - English (Colemak) &
English (US) - English (Dvorak)
English (US) - English (Dvorak alternative international no dead keys) %
English (US) - English (Dvorok international with dead keys)
English (US) - English (international AltGr dead keys) ]
English (US) - English (layout toggle on multiply/divide key) &
English (US) - English (left handed Dvorak) &
English (US) - English (Macintosh) +
<Ok> <Cancel>
a é - -

sudo nano /etc / default /keyboard

+ - - $
XKBLAYOUF" gb"
i - - $gb $ +
"0 --8$%$ 7 gb’ us
i $ - - - $

sudo shutdown -r now

i v+ - $ LI
- & - & - 0% - -
/ etc / default / keyboard :

XKBMODEL" pc 105"

XKBLAYOU¥F" us, ru, ua"

XKBVARIANT=","
XKBOPTIONS="grp:ctrl_shift_toggle, grp_led:scroll"

32
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- $ - -
"o- - & % - -+ & - Ctrl + Shift !
- -.  Alt+ Shift - - $ctrl _shift _toggle
alt _shift _toggle
0
u - $ & nano:
sudo nano /home/ pi /. xsessionrc
setxkbmap us
T - $ I us" -
0 © wus? + $ - 0%
fi + - % ua + . -
! - $ $ bo-
& $ '
setxkbmap - layout 'us,ru,ua’ - option
‘grp:ctrl_shift_toggle,grp_led:scroll’
i
- - SSH.

! +
- Raspberry Pi
hello, world -
e'q‘
J + $ '
- $
14.
e $
+ - - - LCD-
HDMIPi ).
b - &+ - $ - +
- & $ Pi - + - .Putty / SSH.

4 http://isearch.kiev.ua/uk/searchpractice/methodsinstrumentsi@29o-changethe-
commanédline-font-size
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0 1

b

reconfigure

sudo dpkg - reconfigure console - setup

+ 8 Package

&
&

$ ENTER.

AP pilraspbermyp

i Encoding to use on

IS0-8859-14

& dpkg -

&

UTF-8"
OK

Configuration

the conscle:

optimal character set 2

Flease choose the ch

& If you don't use a framebuffer, the choices that start with *." will reduce the number

of available colors on the console.

Character set to JUPPOIT:

Latins - west Europe
Roman
Chichewa; Espe

Latwvian; Maor.

n3 and Lating -
— Lithuanian;

Vietnamese

« Combined - Latin;
. Combined - L
d - L

Slavic Cyrillic:
¢ Slavic Cyrillic:

d by the conscle I

and Turkic languages

ranto: Irish; Maltese and Welsh
i and Marshallese

Hebrew; basic Arabic

Greek

B BB e B

<Cancel>
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e
- $ ENTER
é

Terminus " (

-$ OK

1.33).

= =setup

"VGA" has a traditional appearance and has
of int

medium coverage of international scripta.

rnational .

as & simplistic appearance and has becter g
reduce eve fatigue,

for programmers.

"Fixed®
*Terminus® may help to
which may be a problem

If you prefer a bold version of the Terminus font,
use a framsbuffer) or TerminusBoldVGA (otherwise).

Font for the conscle:

Fixed
Goha
GohaClassi

TerminusBold

TerminusBoldVEA

VGA

Do not change the boot/kernel fant
Let the system select a suitable fomt

<Cancels>

though scme symbols have a sd

choose either TerminusBold (if you

ilar aspect

e

Config g e &
Flease select the size of the font for the console.
the computer boots has size Bx16.
console-tools) plus framebuffe.

For zeference,

nt size:

(framebuffer only)

Seme font sizes require the kbd conscle package (not

the font used when

é
$ ENTER. +- ' )
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0 2
p + '
"console - setup é -
- - $ ' -

sudo nano /etc/default/console - setup

H CONFIGURATION FILE FOR SETUPCON

# Consult the console—setup(3) manual page.
|AcTIVE_CONSOLES="/dev/try[1-6]"
(CHARMARP="UTF-8"

CODESET="guesa™

FONTFACE=""

FONTSIZE=""

VIDEOMODE=

# The following is an example how to use a braille font
# FONT='lat9w-08.paf.gz brl-gx8.psr’

Get Help WriteQut Read File Prev Page Cur Text Cur Pos
Exit Justify Where Ia Hext Page UnCut Tex! To Spell

& & - -
' FONTFACE-FONTSIZE

FONTFACE" Terminus "
FONTSIZE="16 x32"

H CONFIGURATION FILE FOR SETUPCON
# Consult the conscle-setup(5) manual page.

ACTIVE CONSOLES="/dev/tty[1-6]"

[CODESET="guesa"™
|| FonTFACE="Terminus"
|| FONTSIZE="16X32"
[VIDEOMODE=

# The following is an example how to use a braille font

Ger Help WriteQur Read File Prev Page Cuc Text
| Justify Page UnCut Tex:

36
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0 - $CTRL+ X -Y - ENTER ! -
sudo /etc/init.d/console - setup restart
+ $ - =) +
| - &+
- ] - -
e 5 _ s .
LA .

100) : ! S5 - $
9

é ' Advanced Packaging Tool =*=APT
Raspberry Pi
- $
& -
- -8
i Raspberry Pi, +
! - .
’ ' é $ - - ' & $ ' -
15 v _
Respository
+ ' Linux - Raspberry Pi
- + 8 Repository . U ! -8
1] ] - + $ ' _ $ ]
- $
0& - - & $ ! ,
& $ ! - -
g ! |

15 http://isearch.kiev.ua/uk/searchpractice/methodsinstrumentsiif#n-raspberrypi-
advanceepackagingtool-apt
37
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Advanced Packaging Tool : APT
0 Linux ' ' ' ' - - -
- Raspberry  Pi + - -
& apt Advanced Packaging Tool.
Advanced Packaging Tool -
- ' 1 + -
' ' - Unix Linux & &
Raspberry Pi - .Advanced Packaging Tool & $
+ - B &% - - - Yo -
Linux 0 - Fedora ' Linux & $ yum
Yellowdog Update  Manager. Redhat + rpm Redhat
Package Manager .
é oL
b - ! - Raspberry Pi $-'
Linux - & & & - . R
& - o -9 - ro $-'
+ ' Raspberry Pi.
p + ! '
" + - root o0 -
+ sudo ' $ ' substitute
user - - do
o] sudo "+ -
- - ' root
- - 0 [ 1
. + ' )
' sudo .
o] - & -
- - . i $ - !
- - [etc /apt/sources . list 0 Raspbian
' $ - + deb
http :// mirrordirector . raspbian . org / raspbian / wheezy main contrib

non- free rpi
Pi $ . -. - $
apt - get update

38
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sudo apt - get update

£ johnnywinter — pi@raspi-white: ~ — ssh — 82x22

& &

apt -cache search >dexgh\_ keh\h “ey ihrmdm@

- $ Google Chromium -
' + & . Raspbian
Chromium ( :
apt - cache search chromium
+ - Do + - - - . root '
Cot
johnnywinter — pi@raspi-white: ~ ssh B82x22

dunn
er

dummy pa

pi@raspi-white

39
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apt - get install >gZa\Z ijhljzfgh]lh azZ[_ai_q_ggy@

sudo apt - get i nstall >gZa\Z ijh]jzfgh]lh aZ[_ai_q_ggy@

- $ (
sudo apt - get install chromium
‘@00 ¢ johnnywinter — pi@raspi-white: ~ — ssh — 82x22 e

t install chromium =]

7] e
+ - a - -
0 - -'"(upgrade ) - - '+ & ' - " (update ).
‘@800 ¢} johnnywinter — pi@raspi-white: ~ — ssh — 82x22 ")

and O not upgraded.

will be freed.
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0 S &+ - - - - o
Raspberry Pi. 6 - &% - % -

apt - get upgrade

! + ' -
& sudo (

apt -get remove >gZa\Z ijhl]jZzfghlh aZ[_ai_q_ggy@

3} johnnywinter — pi@raspi-white: ~ — ssh — 82x22

chramium

d & not upgraded.
be freed.

[} é '
| + ! -
(
sudo apt-get remove >gZa\Z iHhljZzfgh]h aZ[_ai_q_gogy@
0 : sudo apt - get remove chromium
apt -get
0 apt - get clean I+ $ !
- - b - - - $ -

apt - get clean

! + ' -

(

sudo apt - get clean
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‘@00

¢} johnnywinter — pi@raspi-white: ~ — ssh — 8§2x22 "
pi@raspi-vhite sudo apt-get clean
pi@raspi-vwhite

g 0 | ' $ |
-3 -
y : - -3
+ 8% - apt - get clean - ' - $
- 1 - $ 1
L} 1 - - - 1 I [}

1 & df ] - ] + ]
( df 4h

800 &4 johnnywinter — pi@raspi-white: ~ — ssh — 82x22 "

pi@raspi-whi te df -h =]

File ed Avail U Mounted an

tmp
tmpf

tmpf

2} é -8
+ -h $ $ '
Raspberry  Pi
(4] ' ' &
) 16
0 é ' APT
) ' -
' ' - *
"o - & Synaptic , !
Yo+ & - - ' '+

18 http://isearchkiev.uauk/searchpractideciencél 768 how-to-install-applicationson-raspberry
pi
42



1. ¢YoEaAfl!3 »ol°Eqe°

= ! Raspbian - &
Synaptic GUI.
ol $ Synaptic &+ $ ' Raspbian -
Yl - -
[ ' + -
' apt .
é- - - LXTerminal

zdit Tah: Hzo
pi@raspberrypi ~ $ sudo nano fetc/apt/sources.list

0 1

o T nano -.
- - $ - -
Sources . list - $ - ( bo- $
' apt ' ' -
! $ - - - Raspberry Pi.

drrerdirecter.raspbian.org/raspbian,

Prav Page
Naxt Page

& ' ' sources . list

deb http://mirrordirector.raspbian.org/raspbian  wheezy main
contrib non - free api
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a , "deb" P + |
+ ! Debian R - & & $RPM -Repomd '
Raspberry Pi Raspbian - '$ debian .
o + ' URL !
. $ ' +
Wheezy .
a - - - ' & $ '
e - - p
- - ' "+ - ' - apt -+ - 0 -$
CTRL -X '
a $ & & $ - - + - o
& apt ! Synaptic
+ ! - o apt

sudo apt - get update

a5e
in armhf Packages
main armhf Packages [7,401 kB)

in Translation.en_68
an Translationsan

APT

apt Synaptic

sudo apt - cache search synaptic

o apt-cache search synaptic
- configuration tool for pointing devices
for pointing dewic {transiticnal package)

po
napt:
ackage management service

agekit - Provides
- Graphical pa

- touchpad devic
rg-anput-synapt;
-1r|nut symaptic
pmrarspharr;tpl ~ 41

tion wtility
. tics TouchPad driver far X.0rg server
dav - Synaptics TouchPad drivar for X.org server (davelopmant headars)

a + ' synaptic
+ + $ - Synaptic - -
i ' Synaptic ! -
sudo apt - get install synaptic

44
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et will be installed:
ibnsprd Libnss3 Libspeexl Libvpxl

8.
sperat: B Me of additional disk sp.
Do you want to continue [Y/nl? I

will be wsed.

2 é
6 - ( 148) ! ]
- Chromium - $ Synaptic ;
0 + apt -get install +
- ' 1 - $ , )
& ' - $ -
! + s Y
a ' - & I
) +$ @ - & + -3
- - - && $' 0
- $exit ! - -
a & - - System U B .
Synaptic
0 é ' Synaptic
i - $ Synaptic &
é -t ( 8
$ ' pi - 50
Authentication
?\]’Autherncat on 15 required te run the Synaptic Package Manager
Identity: pi =
Password: |
2 e -'  Synaptic
Synaptic $ }
- ' - ! ( ! .
Synaptic - -
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Fa [t edgs Qittagn ek

Quick Introduction =

The software on your system is organised in so
called packages. The package manager enables you
to install, to upgrade or to remove software
packages.

You should reload the package information regularly.
Otherwise you could miss impertant security upgrades.

Note: chanies are not applied instantly. You have
to mark all changes first and then apply them,

You can mark packages for installation,
upgrade or removal in several ways:

- Select the package and choose the action from
the 'Package' menu.

- Double click on the package name.
- Choose the action from the context menu of the package.
- Click on the status icon to open a menu that

contains all actions.

Show this dialogue at startup

B _ _ '

a) |
Synaptic

+ -
Raspbian .

P i, Sewcs
Puawd MakAl Upgwin_ desy | Peseinn
=[5 [Packegs ibedanme Leiwet Ve | Do
e Fasa (=T (e b st g o s s et
Dase sprern O e Prgut ity s dserren drastesd secn ben
ComTunoate O reed P BLTIP 12 oneart e sedmaboa to WCARD Fle farrar
Communatien lsmroibd O micamzs e maraguret Camse
Cormruncaien lonfeed || (01 cham oy cham o 3 s
Crom-platom O wic vimaslnicn ard analyws far tngls sabete FOrs dace
crev gt eerey ([N0) asga Lt s, sk Bl B £
[R—— O L
[ O e FE2H b e ] g - A e
O mawwt 7o i et - g
O risscdas Tres Coplornt A e b e dd
I]'I Fhaie a3 i ndernLasls.
[ Sapuckage o miectar.

Sk ety

Anbemtis [ies
ITEIE pakegen s, R imriwbed,

Bbrsienn i b et emgred. o o rermann

a

c
'
1
'
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Wi Find

Search:

Look in: Description and Name |+

ogancel

| Search

(@]

Raspberry Pl '

(o))

e fdi Sedoge Ssioq ek

o % Semen
fuawl  MekdlUpgede dppy | Proptes

o S eecoage sl Varme  Laeten yonpne

I 1344
i 133
= [
= 118
O heremen 1281
O temie ERLI
[  terdare=n 13t
=T 233Bide
O =am
O =

Bghlweagnt misic paer
Ot Sernmibet| St Changalon]

e pre 4. by gl and maiy Dnane s e sl et

rat phiginty wnd Sugn i cobtesona
TP ——

Plagr i, £, B, Wi, rase. . e,

Pt el i s 4 6 g Pzt

K |0 vl wleg yrar s v e, Ay etk el o sbum

$ Apply T
a7

Fierpsmeed 1k Saraie e s s e b D e DT
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(  155)

Mark additional required changes?

The chosen action also affects other packages.
The following changes are required in order to
proceed.
[+ o be installed
gstraamert. 10-gconf
gstreamer(. 10-plugins-base
gstreamero. 10-plugins-good
gstreamernd. 10-x
libaal
libave1394-0
libednaranaian

Qcancel

@

Apply the following changes?

This is your last appertunity ta loak through the list
of marked changes before they are apglied.

b To be installed
b Unchanged

Summary Show Details
135 packages will be held back and not upgraded
30 new packages wil be installed
0.2 M of extra space will be used
12.6 M8 have ta be downloaded

Download package files anly

Qs

Downloading Package Files

Download rate: 12,3 kBJs - 16min 45s remaining

Dewnloading file 5 of 20

B Show for individual files

ogsncel

Mark
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Instating eoftware

o omceage w seecree

Fursieg Svei 00 e

» Getale

o
0

! ) 1. a
- Raspberry Pi*" ( ' ' +

' The Pi Store

Toirdrk £1.99 Jike £1.80 dhrik £1.79

n

OMX Player Remote GUI FastDosBox v1.6 100 Tooks Swiss File Knife

o 6 Raspberry Pi

é
i - - Linux ' -
' ! Linux - '
- . - Linux + Raspberry Pi

" http:/istore.raspberrypi.com/projects
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- LXDE
| 4 ! +
. .
l‘: E - . Raspbian
/ _ Raspberry Pi + !
y - startx + $
- - LXDE™ i
$ + - -
a
- $ - -
startx &
+ - $ & LXTerminal , Scratch 6- -
Leafpad .
' S I - a
LXTerminal -
Leafpad ! - + - 3%
1 PI 1
0
p + $ .
' + $ - - - - @ $
"l + $ LXDE, -
' ) i
- ' pi .
é I
nano - -
sudo nano /etc/xdg/Ixsession/LXDE/autostart
- $ ' ' ' . '
o] "l ' ' LXTerminal -
Leafpad '
@Ixpanel -- profile LXDE
@pcmanfm -- desktop -- profile LXDE
@screensaver - no-splash @
@xterminal
@eafpad
i ' nano - $CTRL+X, Y
- ENTER. & - &
"l - nn

18 http://isearch.kiev.ua/uk/searchpractice/methodsinstrumentstid@82o-autostarappsin-
rasbianlxde-desktop
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sudo nano ~/. config /Ixsession [LXDH autostart

- - + 1
- GUI b ' -
+ - - 1
@xterminal
@eafpad
. "o nano - $ -
CTRL+ X, Y - ENTER.
- $ - - $ -
startx
[} - LXDE ' ' -
5 "
é I
- - "8 ' - - ' b $
- % - ' - '&
0 -3
e Minecraft
+ ! Minecraft ° Pi
0 +
- Python -Minecraft + Minecraft - - -
' ' -. & o

@~/mcpi / minecraft - pi
@xterminal

9 http://isearchkiev.ualuk/searchpractidsciencél 779-platform-for-minecrafton-raspberrypi
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b +, ! Minecraft $ ~/ mcpi /
( , !/ home/ pi / mcpi/).
e -.  Python

é . - -. Python ,

@/usr/bin/python /home/pi/example.py
b &+ ! $ -
- Python -+ 8 $ - Pi

startx ' - - )

! & $ - % !
o - - LXTerminal .
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USB
; ﬂ ] $ - ]
i ! USB,
Raspberry Pi,
I ! |
_ 20
b- - -
+ Samba -
24 x I $ - Raspberry Pi
o]
+- & - $ - USBHDD Raspberry Pi.
| + - NTFS - $
sudo apt - get install ntfs -39
0]
a- -8 i o
Is - 1/dev/disk/by - uuid/
é I $ :
Irwxrwxrwx 1 root root 10 Jan 1 1970 OAC4D607C 4D5F543 ->
.[../sdal
i - $ ' UUID -> 0AC4D607 C4D5F543
0]
u -$ - ' '

sudo mkdir / media/ NASDRIVE

0 - - -

sudo chmod 775/ media/ NASDRIVE

+ & $ ' chmod ' '

% http://isearctkiev.ua/uk/searchpractice/methodsinstruments/4¥@gto-setupmountauto
mountusbharddrive-on-raspberryp
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X - - L} - 1 $
X - -
e chmod ' + -
$
- - ' © a
é e o
é s ' 7 5 5
U $ rwx r-x r-x
N ' u g )
i - - % & $
7 - -
é 55 (- rwx------ + 1
- ' ' - - & $
0
é - $ - USB - -
- / media / NASDRIVE
sudo mount -tntfs -3g -o uid=pi,gid=pi /dev/sdal /media/NASDRIVE
X ntfs -3g ' 17)6 -
x vfat ")$T7 - -
X ext4 "H[W % -
0
a + RPi - '
Tro- % -& . fstab :
sudo cp /etc/fstab /etc/fstab.backup
i - -& ' fstab

UUID=0AC4D607C4D5F543 /media/NASDRIVE ntfs - 3g rw,defaults 0 0

+ $ sudo reboot

a- -8 - sudo raspi - config - $
- é - , ! - USsB
+ & / media / NASDRIVE
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Raspberry Pi -

\.. $ ' IP- '
Raspberry Pi# -
&>

- &
G IP + $ ' Raspberry Pi
- & - -
- IP- -
+ 8 DHCP U ' - '
Pi -
o IP- + + $
- ' Raspberry Pi SSH -
' ' + Raspberry Pi.
b | + o - - :
Raspbian OS. i - - NOOBS ¢é- $
$ - - I + !
-+ - Pi - Ethernet ! + Pi
- ' - % - $ +
Ethernet ' 3
T Raspbian - - - $& - pi $ raspberry ) -
$ ' + - - GUI.
+ ' - cat

$ cat fetc/network/interfaces

iface lo inet loopback

iface eth0 inet dhcp

allow-hotplug wlan0
iface wlan0 inet manual
|wpa-roam /etc/wpa_supplicant/wpa_supplicant.conf

iface default inet dhcp
Ipi@razpberrypi - |

I http://isearch.kiev.ua/uk/searchpractice/science/4#58to-give-your-raspberrypi-staticip-
address
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cat /etc/network/interfaces

2

iface eth 0 inet dhcp

+ o + IP- DHCP
- + &% & b !

ifconfig

piBraspberrypi ~ § ifconfig

eth0 Link encap:Ethernet HWaddr b8:27:eb:b3:fc:2e
inet addr:192.168.1.81 Bcast:192.168.1.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:4078 errors:0 dropped:0 overruns:0 frame:0
TX packets:256 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:264593 (258.3 KiB) TX bytes:31343 (30.6 KiB)

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:8 errors:0 dropped:0 overruns:0 frame:0
TX packets:8 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:1104 (1.0 KiB) TX bytes:1104 (1.0 KiB)

Link encap:Ethernet HWaddr 00:0£:54:12:15:97

UP BROADCAST MULTICAST MTU:1500 Metric:l

RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

pifraspberrypi ~ 5 ||

[ 3 -
b& - -& + - '
- ' eth + ' Ethernet )
eth0 Link encap:Ethernet HWaddr b8:27:eb:b3:fc:2c

inet addr :192.168.1.81 Bcast :192.168.1.255
Mask:255.255.255.0

P8 - -&
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inet addr +192.168.1.81 ( IP- Pi)
Bcast +192.168.1.255( - IP- -
Mask +255.255.255.0 ( - -

5 . - % - - .

e

netstat mnr

( route -n $ - -&

login as: pi
pif192.168.1.81"s password:
Linux raspberrypi 3.6.11+ #371 PREEMPT Thu Feb 7 16:31:35 GMT 2013 armvél

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent

permitted by applicable law.

Last login: Fri Jul 19 11:17:48 2013 from 192.168.1.86

pilraspberrypi ~ 5 netstat -nr

Kernel IP routing table

Destination Gateway Genmask Flags MSS Window irtt Iface
192.168.1.254 0.90.0.0 UG 00 0 eth0
0.0.0.0 255.255.255.0 U 00 0 eth0

[ i - -
0 "
x Gateway ( & - 192.168.1.254
x Destination ( ' -192.168.1.0
[} ' - - -
U - & - -& - -
- Pi & e
+ nano :

sudo nano [/ etc / network / interfaces
= - - %

iface eth0 inet dhcp

iface ethO inet static
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iface lo inet loopback
iface eth0 inet dhcp

allow-hotplug wlan0

iface wlan( inet manual

lwpa-roam /etc/wpa_supplicant/wpa_supplicant.conf
iface default inet dhep

Get Help Writeout § Read File 8 Prev Page [E
i Exit j Justify | Where Is Next Page

address 192.168.1.81
netmask 255.255.255.0
network 192.168.1.0
broadcast 192.168.1.255
gateway 192.168.1.254

+ ! ! +

X address - ' + Pi- $ -

+ - -+ & & + $ ' 'inet addr'
$ - IP- - - -
192.168.1.255.
X netmask =+ ' Mask' ' -

X network + IP- -

' - é -
X broadcast + ' Bcast ' -
X gateway = & ' Gateway ' ' -
l:l + ] ] ,
1 6 $

CTRL+ X (exit ! ' - -
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auto lo

iface lo inet loopback

iface eth0 inet static
address 192.168.1.81
netmask 255.255.255.0
network 192.168.1.0
broadcast 192.168.1.255
gateway 192.168.1.254]

allow-hotplug wlan0

iface wlan0 inet manual

wpa-roam /etc/wpa_supplicant/wpa_supplicant.conf
iface default inet dhcp

Get Help Writeout Read File Prev Page Cut Text Cur Pos
B Exit Justify Where Is Next Page UnCut Tex To Spell

3 - ' sudo reboot -
- ifconfig

Debian GNU/Linux ccmes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
Last login: Fri Jul 19 12:49:54 2013 from 192.168.1.86
i spberrypi ~ § ifconfig
Link encap:Ethernet HWaddr b8:27:eb:b3:fc:2e
inet addr:192.168.1.81 Bcast:192.168.1.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:177 errors:0 dropped:0 overruns:0 frame:0
TX packets:74 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:14754 (14.4 KiB) TX bytes:10131 (9.8 KiB)

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:1 errors:0 dropped:0 overruns:0 frame:0
TX packets:1l errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:95 (95.0 B) TX bytes:95 (95.0 B)

Link encap:Ethernet HWaddr 00:0£:54:12:15:97

UP BROADCAST MULTICAST MTU:1500 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)
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- &+ '
&

ping 192.168.1.254 -c 10
(-c 10 - + ! -
' ! - Ll
T - Ctrl + C).
+- ' - - $

pifraspberrypi ~ 5 ping 192.168.1.254 -c 10

PING 192.168.1.254 (192.168.1.254) 56(84) bytes of data.
bytes from 192.168.1.254: icmp reg=1 ttl=255 time=3.51
bytes from 192.168.1.254: icmp req=2 ttl=255 time=2.49
bytes from 192.168.1.254: icmp_reg=3 ttl=255 time=3.25
bytes from 192.168.1.254: icmp_reg=4 ttl=255 time=3.61
bytes from 192.168.1.254: icmp_reg=5 ttl=255 time=3.43
bytes from 192.168.1.254: icmp_reg=6 ttl=255 time=4.30
bytes from 192.168.1.254: icmp reg=7 ttl=255 ti
bytes from 192.168.1.254: icmp_reg=8 ttl=255
bytes from 192.168.1.254: icmp reg=9 ttl=255 time=2.97 ms
bytes from 192.168.1.254: icmp reg=10 ttl=255 time=3.01 ms

EREREEEEER

-—— 192.168.1.254 ping statistics ——-

10 packets transmitted, 10 received, 0% packet loss, time 9014ms
rtt min/avg/max/mdev = 2.499/3.238/4.309/0.488 ms

pifraspberrypi ~ § ]

o] %] $ - '
8 - - IP-
v . $ = ' !
' DHCP -
@etwork 2 - -
- 't I + '
e -+ % !
IP-
u IP - ' Pi B -
| + 1P -
0 - & IP- '
+ | & - $ -
- P, " - 'o-
Raspberry Pi - & ) " !
Raspberry Pi & . -
Pi © a | + ' - IP
'+
e $ o+ ! -
- IP é
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' a ! $ - & $
Pi - ' + u Pi
i $ -

0 Dynamic DNS?# (DDNS), - +
] | &+ $ - $ - DDClient %
' DDNS ' Pi.

- - - ' Dynamic
Host - - DNS Dynamic #* i $ - - - - $

- Yourserver .dnsdynamic .com.

a - $ ' Raspberry Pi - - $
DDClient & '
sudo apt - get install ddclient

0 - - - -& DDClient DDNS -

sudo nano /etc/ddclient/ddclient.conf

0 - b - -& -
DDNS - ! - !
u - - ' DNS Dynamic o+
25.
daemon=300 i_j_\ejylb dh g- k_dmg”
syslog =yes "mjgZe ih\e*hfe_ gv \
kbkl _fghfm "mjgZe-
mail =root ihrlhx \ke ih\e~hfe_ ggy oot
mail - failure  =root ihrlhx ih\e"hfe_ggy ijh g_\"Ze-
ihgh\e _ggy rbot
pid =/ var / run / ddclient . pid # aZibkPID mnZce
ssl =yes # \bdhjbklh\m\ZBSL- i«*ljbfdm

(ijZpx} aSSLt[s[eshl_dhx
use =web, web=myip . dnsdynamic .com # hljbfZlbip a k_j\_jZ

server =www dnsd ynamic . org k_j\_j az azfh\gm\zZggyf
login = user @mail . com eh]eg aZ azZzfh\gm\zZggyf
password =password # iZjhevazZazZfh\gm\zZggyf
server=w ww.dnsdynamic.org, \

protocol =dyndns 2 \

awesome. dnsdyna mic . com

é - - - $ $ .
$ DNSdynamic . 0 -

%2 http:/len.wikipedia.org/wiki/Dynamic_DSl

2 http://sourceforge.net/p/ddclient/wiki/Home/
 https://www.dnsdynamic.org/

% http://[dnsdynamic.blog.com/2011/06/26/usiidclientwith-dnsdynamic/
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- - - - - - | +
' - - &
é + % ' IP-
Raspberry Pi $ - -
-& ! ! -
o - ' IP-
daemon=600
# i _j_\ejylb dh g«00 k_dmg"
a IP- -+ 8 - I+ &
& 1 1 - 1
- - - ! $
o} - $ Control +X ! - $
+- ' $ - %
ddclient
+ - - ' .. b
& Raspberry Pi & !
Pi - $ ddclient '
Wi - Fi '
4 é RPi
% . & + -
- oy _ _ _
© a Ethernet & Wi-Fi !
o] - Wi-Fi
' 26.
y "
! - Raspberry Pi +
+ ! + -+ ! Pi
- ] oo -
+ - & ' - - - -
o ! - & - RPi '

% http://isearch.kiev.ua/uk/searchpractice/methodsinstrumentstais@o-setup-wi-fi-on-
your-raspberrypi-via-thee.commandine
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- - & ' Wi-Fi). 1 -
+ ' - -
- - & ' Pi - $  Wi-Fi.
0 $
X Raspberry Pi Raspbian
& - -
+ Raspbian )
x Ethernet - + ' & Pi - ' - -
- $ - Wi-Fi)
X Wi-Fi $ + $ Edimax EW-7811 Un
- Pi -
! +
$ ' Wi-Fi
- +
- $ ' +
- !
- + 8 T -+&
& -
RPi- - - USB Wi-Fi
27
5] a Wi-Fi $ Edimax EW-7811 Un
' ! - - -& Wi-Fi
' + - - & Raspberry Pi -
SSID $ - ' +
WPA TKIP ' $ & - '
é & " Wi-Fi ' -
' - Raspberry Pi
$ Wi-Fi ! o} - %
- Ethernet NIC ' - & -
- & ' Ethernet ! -
&
- & + Pi SSH ' -
- - $ $ ' SSH - -
a ' - $

sudo nano [/ etc / network [/ interfaces

" http://elinuxorg/RPi_VerifiedPeripheral$USB Wi-Fi_Adapters
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1] - nano 1 $ $

auto lo
iface lo inet loopback
iface eth 0 inet dhcp

b - -t "+ - & ' Ethernet
Pi © eth0). & ; i

allow - hotplug wlan0

iface wlan0 inet d hcp

wpa- conf /etc/wpa_supplicant/wpa_supplicant.conf
iface  default inet  dhcp

- ' - -$ Ctl+X !
N - % nano o - $

sudo nano /etc / wpa_supplicant /wpa_supplicant . conf

- -. Wi-Fi

ctrl_interface=DIR=/var/run/wpa_supplicant GROUP=netdev

update_config=1

network={

ssid="YOURSSID"

psk =" YOURPASSWORD

# Lbi ijhlhdhemfh _ [mlb RSN( *eyWR) Z[hWPA( "eyWPA)
proto =WPA

# Lbi d_jm\Zgglexqzfb fh _ [mIWPAPSK Z[hWPAEAP (Pre -
Shared Z[hEnterprise )

key _mgmt=WPAPSK

# Pairwise fh™_ [mIbCCMP Z[hTKIP ( "eyWPR Z[hWPA)
pairwise =TKIP

#12j2f_1j Z\lhjbazZpe+€ ih\bg_g [@PEN *ey h[hWPA/ WPR( f_gr
rbjhdh \"b\Zgbfb SHARED * LEAP)

aut h_alg =OPEN

}
0 - - % CTRL+ X !
o T ! -+
$ Ethernet - - & Wi-Fi
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a ' - $ sudo  reboot '
) - $ '
- & ' Wi-Fi ! ' $ -
' ' - - & $ Ethernet
é - ' ' ' Wi -Fl
| | $ - + '
' $
- - $ oL
u - $ -
/ etc / modprobe . d/8192 cu. conf :
sudo nano /etc/modprobe.d/8192cu.conf
- $
AZ[hjhgblb _g_jlhal_j_"_ggy

options  8192cu rtw _power _mgnt=0 rtw _enusbss =1 rtw _ips _mode=1

" sudo reboot

! + Wi-Fi- - - Edimax $
&
- - - $ - + '
é - - - o + ' + $
- % - - '& - - Pi
& crontab :
crontab e
Crontab - $, + -
-+ 8 - Ivar/spool/cron . crontab - -+ - -
1} - crontab Y, - -
i ' crontab + $ ' - $
crontab ' '+ cron
-2 ' crontab ' " (edit)
-1 2 ' , ! ' - list)
-r 2 crontab ' remove )
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a ' crontab
0 ' - crontab + 8 ' !
- && $ ' - - 0 & $
y é i $ o6-'"% i $
- ! 7] - '
- & $
#. oo o\bebgz - 59)
#] L mmmmmmmenees lJh~bgz - 23)
i "_gv fekypy - 3I)
#| | ] .- fekypv - :;H jan , feb , mar, apr
# 1 1 .- "_gvibgy - g_n"eey gb :;H
sun, mon, tue , wed, thu , fri , sat
#o 11

* * * x * \pdhgm\ZgzZ dhfzg~z

Lml ihgbgzZxlvky aZ\"Zggy

<bdhgm\ZIlb dh™_g ~_gv \ ]h”bg o\bebg j_amevlZl kdez"ZII

log / daily :
50***$ HOMEDbin / daily .job >>$ HOMElog / daily 2>&1
<bdhgm\zZIlb i_jrhlh gbkeZ dh gh]lh fekypy
15141**% HOMEDbin / monthly
<bdhgm\ZIb dh gh]lh jh[hqgh]hh”2g¥O0:
022**1 -5 echo 1hjz ~h~hfm

23 *[2 * * * echo <bdhgm}livky ol
54 ** sun echo <bdhgm}lvky \ g_"eex
0011¢* echo A gh\bf jhdhf
1510,13**1,4 echo P_c gZibk \b\h*bWwk ihg_"eehd « q_I\_j
h 1z
i - 3
K KKk ping -c¢ 1192.168.1.2
a- $ - - $192.168.1.2 IP IP
- ' Windows -
i pconfig - - default  gateway ".

Raspberry  Pi
Wi -Fi
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y Wi-Fi . "
] & ' &+ $ &
- -& DNS?
é - $ $ Wi-Fi
I -
- Raspberry Pi (RPi  Wi-Fi 8,
0 ' RPi ' - Wi-Fi.
& -
X Raspberry Pi
x USBWi-)L (GLPDJ[ ¢7811Un)
X SD- & 6U Raspbian
X 1 RPi ' & - - - -
. 29
+ - - $
$ USB Wi-Fi - -
. ! - plug -n-play £ -
! . & a '
- & - Windows , - - - -
" Linux -RPi 06 $ Wi-Fi ' +
"Linux - e + Edimax -
b/g/n USB ' &
+ o Wi - Fi &+ Raspberry  Pi
é USB Wi-Fi -8 - USB RPi.
= ' RPi O - - & '
RPi & &  Ethernet - -
- ' RPi. ! - - $
- & ' RPi - $ -, '
R ! RPi.
- ' + - - o RPi
-t - & & -

dmesg | more

%8 http://isearch.kiev.ua/uk/searchpractice/methodsinstrumentsi@®1o-makeraspberrypi-
wi-fi-router
9 http://isearch.kiev.ua/uk/searchpractice/internetsecurity/k&6@or-easysecureaccesso-
raspberrypi
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é - ! -
- - - I $ -
[ 3.282651] usb 1 - 1.2: new high - speed USB device number 4 using
dwc_otg
[ 3.394810] usb 1 - 1.2: New USB device found, idVendor=7392,
idProduct=7811
[ 3.407489] usb 1 - 1.2: New USB device strings: Mfr=1, Product=2,

SerialNumber=3
[ 3.420530] usb 1-1.2: Product :802.11 n WLANAdapter

b + - USB Wi-Fi
& - ! ' -
- ,). 0 ' - & ' Wi-Fi.
a ' '
i’ ! RPi ' Wi-Fi - -
' ' = RPi
X hostapd
hostapd + & ' -
- - - b + - RPi
- - & $ - & ' é-
$ & ! Wi-Fi
x isc -dhcp -server
isc-dhcp- VHUYHU + - -+& ,QWHUQHW B6\WWHPV -&RQVI
"+&3- - -+ ' & -
' - & Wi-Fi.
=1 ' DHCP
sudo apt - getinstall isc - dhcp - server
i - - ' ' HostAPD (G !
- USB- ' - +
- HostAPD - - $ -&
- % ' - b
& &

wget https://github.com/jenssegers/RTL8188 -
hostapd/archive/vl.1.tar.gz

tar -zxvfvl.l.tar.gz

cd RTL8188 - hostapd - 1.1/hostapd

sudo make

sudo make install
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0 ' ISC -DHCP -
i ' DHCP- -
/ etc / dhcp/ dhepd . conf + &
- nano &

sudo nano /etc / dhcp/ dhcpd . conf
i g i . )
option domain - name "example.or  g";

option domain - name- servers nsl.example.org, ns2.example.org;

- 55 - -
-. - $ hastag #):

—)
1

# Ydsh "ZgWHCP k_j\ _j} hnepecgisf k_j\_jhfDHCP "ey
ehdZevgh€

# f_j_"e |h ~bj_dlhjeyautho ritative g_ ih\bggZ [mlb
aZdhf_glh\Zghx

#authoritative ;

u

Sample configuration file for ISC dhcpd for Debian

*
+
+
¥

# The ddns-updates-style parameter controls whether or not the server will
# attempt to do a DNS update when a lease is confirmed. We default to the
# behavior of the version 2 packages ('none', since DHCP v2 didn't

# have support for DDNS.)

ddns-update-style none;

# option definitions common to all supported networks...
#option domain-name “example.org®:
#option domain-name-servers nsal.example.org, ns2.example.org;

default-lease-time 600;
jmax-lease-time 7200;

# If this DHCP server is the official DHCP server for the local
# network, the authoritative directive should be uncommented.

authoritative;

# Use this to send dhcp log messages to a different log file (you also
have to hack syslog.conf to complete the redirectiom).

e Get Help WriteCut QB Read File Prev Page @& Cut Text Cur Pos
B Exitc Justify fl Where Is Next Page [l UnCut Texi To Spell

[4] [4] ' dhcpd . conf

subnet 192.168.10.0 netmask 255.255.255.0 {
69
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range 192.168.10.10 192.168.10.20;

option broadcast - address 192.168.10.255;
option routers 192.168.10.1;

default - lease - time 600;

max- lease - time 7200;

option domain - name "local - network";

option domain - name- servers  8.8.8.8, 8.8.4.4;

}
b $ DHCP- IP-
$ - - ] ' | $ _ -
- - - DNS 0 - -
+DNS- Google -
-$ cCtl+0 !
- - nano Ctrl + X ! nano +
- -$ Y - - $Enter
0 ' ' / etc / default /isc -dhcp - server
' - nano &
sudo nano /etc/default/isc - dhep - server
+ - % ! ! + - , - - -%"

INTERFACES=" wlan 0"

b $ DHCP- -
- T -3 - - $ nzh
0 - - DHCP- -
IP- : . )
$ - [ etc / network /interfaces - - '
ol - WLAN &+ T - % &

sudo ifdown wlanO
sudo nano /etc/ network/interfaces
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o $ ' DHCP-

p $ ' hostapd .

auto lo

iface lo inet loopback
iface eth0 inet dhcp

allow-hotplug wlan(
iface wlan0 inet static

address 192.168.10.1
netmask 255.255.255.0

#iface wlan0 inet mamual
#wpa-roam fetcpra_supplicantpra_supplicant.conf
#ftace default inet dhcp

e Get Help WriceOut Read File Prev Page Cut Text Cur Pos
B Exit Justify Where I3 Next Page UnCut Tex To Spell

] T - interfaces
0 ' HostAPD

HostAPD , -
/ etc / hostapd / hostapd . conf nano &

sudo nano /etc/hostapd/hostapd.conf

u - - $ -
&  wifi YourPassPhrase é -
"ssid = wifi - ' WiFi  SSID ' -
"wpa _passphrase = YourPassPhra se - $
b + - -& ' HostAPD
o] - NAT.
é & " NAT
- & (Network Address Translation -
NAT). b $ - ' R
& + ' Ethernet - $ RPi - -
é- etc / sysctl . conf & nano:

sudo nano /etc /sysctl . conf

+ - $ $ ' - '
net . ipv 4. ip _forward =1
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0 - -$ f-& - &
sudo sh - c "echo 1 > /proc/sys/net/ipv4/ip_forward"
| - $

sudo ifup wlan 0

0 + ' . Y- -
$ . - - & eth 0 - . - & wlan 0.

sudo iptables -tnat -APOSTROUTING-o0eth0 -jMASQUERADE
sudo iptables - A FORWARD- i ethO -owlan0 -mstate -- state
RELATED,ESTABLISHED - j ACCEPT
sudo iptables -A FORWARDiwlan0O -oeth0 -jACCEPT

T NAT '
i

a - DHCP- - HostAPD

p &

sudo serv iceisc - dhcp - server start
sudo service hostapd start

a - - &
- - & ' - 3
i ,
u ‘ ! + "RPi &+
- | + ! ]
" HostAPD -DHCP.
$ -
sudo update - rc.d hostapd enable
sudo update -rc.disc - dhcp - server enable
- - NAT !
+ RPi
é ' -& ' NAT
sudo sh - c "iptables - save > /etc/iptables.ipv4.nat”
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i - $ / etc / network [ interfaces
- ' - - - - % -

up iptables - restore < /etc/iptables.ipv4.nat

auto lo

iface lo inet loopback
iface eth0 inet dhcp

allow-hotplug wlan0

iface wlan0 inet static
address 192.168.10.1
netmask 255.255.255.0

#iface wlan0 inet manual
#wpa-roam /etc/wpa supplicant/wpa supplicant.conf
$iface default inet dhcp

up iptables-restore < fetcfiptables*ipvi.natl

e Get Help WriteCut Read File Prev Page Cut Text Cur Pos
Bl Exit Justify Where Is Next Page UnCut Tex To Spell

[} 0- - interfaces
a RPi ! '
! &+ ' $ - &
sudo reboot
u - & &
o ' - - $ - & ' -

3device not managed

i C 0. JLQX]
RPi 1THWZRUN O0DQDJHU

Wired Network

/ etc / network [ interfaces

0 - i VPN Connections
- 1HWZRUN ODQDJHU -
- +
: & Gul _
- + 8 2.12: o 212+ -
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T - $ ifconfig an -

b -+ s - -

File Edit View Search Terminal Help

ifconfig -a
Link encap:Ethernet HwWaddr 08:00:27:ec:0b:5f
BROADCAST MULTICAST MTU:1580 Metric:l
R¥ packets:2 errors:0 dropped:@ overruns:0 frame:0
TX packets:31 errors:0 dropped:Q overruns:0Q carrier:@
collisions: @ txqueuelen:1000
RX bytes:1180 (1.1 KiB) TX bytes:2628 (2.5 KiB)

Link encap:lLeocal Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:l

R¥ packets:10 errors:0 dropped:0 overruns:@ frame:0
TX packets:10 errors:Q dropped:Q overruns:@ carrier:@
collisions: @ txqueuelen:O

R¥ bytes:638 (638B.0 B)] TX bytes:638 (638.0 B)

3

g 2.13 + -
x 0 / etc / network / interfaces - - $ -
- $ +
allow - hotplug eth O
iface eth 0 inet dhcp
x U / etc / NetworkManager / NetworkManager .conf - $

[main]
plugins=ifupdown,keyfile

[ifupdown]
managed=false

1o - - 2.14):

Filek Edit View Search Terminal Help

g 2.14 1 '
! ' 1HWZRUN ODQDJHU '
- - . / etc / network /interfaces . i ' $
- $ managed=true / etc / NetworkManager / NetworkManager . conf .

! ' 2.15):

(e
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[main]
plugins=ifupdown,keyfile

[ifupdown]
managed=true

File Edit View Search Terminal Help

[main]
plugins=ifupdown, keyfile

Wifup

managed=true

service  network - manager restart
a 1IHWZRUN ODQDJHU
- - & - [
1+ " HWK '+&3
I'$
2.16).
' !
! ifconifg -a
' 2.17):
é '+ - +
- % - & ' -
g 217 i - -
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Ifupdown (ethO)

Disconnect

g 2.16 IHWZRUN ODQDJH

R



3. éRi1e0idofn 16unwlG+ 16 5 ASPBERRY PI

SSH ! Raspberry  Pi
B R -
+ | -
+ ' .
[%] + ' SSH
(Secure Shell )*, Cl
- & + - R
é 1+ ' SSH PUTTY -
& ' '+
- Raspberry - T1& ou
Linux & Windows PC !
& -$- 3 - $ . 060
u - & Raspberry Pi ' )
a - - ' IP- Raspberry  Pi,
+ 8 - DHCP i
- 'l IP-
0 - - -.
- IP- b ' !
- & ' SSH - IP- Raspberry Pi -
$ - - 0 .. "
- + . o] - !
IP- Raspberry Pi.
T - ' IP- Raspberry Pi, -
- 'o- .- & - e + -

- & - - &
Advanced P Scanner . " & Advanced P Scanner Sl
i
radmin .com 3. P s | 11 PE @@ & T=2: [ =9

fo) P 192.168.1.1 - 192.168.1.254 -
Scanner Resdts [pfmrmien
Status Name P Manufacturer MAC address
hobbytronics-PC 192168.1.72 Netgear Inc. 00:18:4D:76:11:3D
6! - $ 8 nearc  sousid  imcomws st
Scan (& ): oS
U -
+ _ 5 alive, 0 dead, 249 unknown

- Raspberry Pi a é- IP Scanner

% http:/lisearch.kiev.ua/uk/searchpractice/internetsecuritys868or-easysecureaccesgo-
raspberrypi
31 http://www.radmin.com/products/ipscanner/
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0 -
Pi &+ i
sudo service ssh status

! SSH !

[ - sshd &+ !

sudo raspi - config

- ' $ -
FPUTTY .exe - -+ Secure
fPuTTYgen .exe -

fPagent .exe - -

IPSCP.exe + !
IPSFTP .exe + ' !

Environment Variables

User variables for steve

Variable Value ‘

[[ wew | ede

EPEC New User Yariable

Variy Y

| [ pelete |

DBZIY variable value: [ | CBINwopATHY] | D) |

E0

g - - !

- $ -

' SSH -

CLAS] Variable name: [ PATH } j _

SSH Raspberry

' Raspbian ' $
Raspberry Pi.

PUuTTY
32.

Shell

32 www.chiark greenendrg.uk/~sgtathanputty/downloadhtml
77
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0]

é
I PuTTY
ta -

B 1]
Fio+ |
0
i+ '

é-
te- =

i

é

+
Raspberry : pi

- & © - $
© PUTTY - -
- $ ' _ '
+ $ é '
C:\Bin\putty .exe.
1 L} - $
Host Name): - | dbserver
- ﬂ &
Protocol ); SSH
- Data )
- steve
SSH
SSH - - $
Translation )
' ISO-8859 -
UTF-8.
X PuTTY Configuration E]
Eeleooy; :
(= Session ~ Basic options for your PUTTY session
a7 L.oglglng Specify your connection by host name or IP address
=
i errzna Host Name [or IP address) Port
eyboard r r
Bell | dbserver ‘ |22 ‘
Features Protocol:
= Window QO Raw O Telnet  ORlogin - &) S5H
Qppearance Load, save or delete a stored session
ehaviour
Translation 'Saved Sessions ‘
Selection | Database server |
Colours [ : 1
| Default Sett |
= Connecton R — ]
Proxy
Rlogin |
= S5H
Rex Close window on exit:
i;‘;h | Odlways  ONever (3 Dnly on clean exit
v o Tunnels v
o )]
a é- - -. PuTTY
- - - - -t -& Save),
- ! - -
T - $

-raspberry )

78

+

IP-

Open



iX 133an «»°+ aLAAA; 2% Z "W ZZ

& dbserver.unixwiz.net - PuTTY

Using us

s password: D

PuTTY Properties @

General | Shortcut | Compatibiity = Security

@ PuTTY Im'st 36epeeHol cecii

Target type: Apphcation
Target location: bin

Target C:\bin\putty exe -oad[ Database server)
Start in: C:\bin
Shortcut key:  |None

Run: Normal window v

Comment

[ Find Target.. | [ Changelcon.. | [ Advanced.. |

Lok J[ Concel J[ Awt |

2] a
i . . :
& -
i ' PuTTYgen & $° -
' DSA -RSA .
DSA Digital Signature  Algorithm - $
NSA - - -
- i$ -e oé + $ - -
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RSA N - Ron Rivest, Adi Shamir -Leonard
Adleman - - é-

0 & & - $- SSH -.

<
O
wn
>
Pyl
n
>
Ro
¥

¢ PuTTY Key Generator 3]
-& . Ele Key Conyersions Help
Key
No key.
Actions

- $ DSA Generate a public/private key pai
& + ! - Load an existing private key fie

_ [ RSA _ Save the generated key

Parameters Hi!

[Type of keytS generate:
y (OSSHITSA) | | ©ssH2BsA

u - Number of it in a generated key:

.y PuTTY Key Generator

K
ﬁqul«MMOW\SSHMW&
sshrisa ~
Hm2/DwU /%S 76k RHNYC | 2K/4d5 1XZEXED!
7JAGS awOLSnAGVORASR) )OWWIHNMNMBMCNCZJUMIU’
d2dPVnoF pBQ8eT ggT Si+mQEMRAMOCE 7RCWBWECPGIBOVZ0 70p8HEAXRQCOW) v
Key fingesprint: sshrisa 2048 26:14:38 fe:b2.58:d6:56:4braa'53.47.52 2 31:61
Key comment: steve@unaowz net | nuwe KoMeHTap
r~:r~ 3 s ' =
Actions
Generate a public/private key par Generate
Load an exising pivate key fle e )
Save the generated key '[ Save public key ][ Save private key ]
Parameters = .
8?5‘:‘;’“‘&’]"“ @ SSH2RSA O SSH-2DpsA
Number of bits in a generated key: 2048
o i & $ & &
[ & $
o] $ & -
é ' - & RaspberryPi
T ! - PuTTYgen -+ - ©~+ -
& ' OpenSSH authorized _keys 2 & I

Ctrl+C -&+ -
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= _ _ _ v _ [ $ [ _ _
& - $
Raspberry .
Z PuTTY Key Generator @
File Key Conversions Help . . .
BMAIIHTb Knasiwerw Mmuull | 3a 40NOMOro
Key Ctr+C ckonitoiite B 6ydep obmiHy
Public key for pasting into OpenSSH authorized_keys file
Key fingerprint ssh-rsa 2048 26:14:38:fe:b2:58:d6:56:4b:2a:53:47:52: af: 31:61
Key comment steve@unixwiz. net
7] 0 -& ! - &
é Raspberry & - & +
SSH ' | -
$ mkdir ~/. ssh
[} + & + - . ssh/ authorized _keys b

[} u ' &
é- & + - 8% ' -
- ! - & % - - % - b $ &
+ ] & + $
SSH-RSA DSA-SSH. 1 - $
u + + '
! SSH - $ - $ . -
- ' ' & -
chmod - ! $
$ chmod 700 ~/. ssh
[ - - $ & $
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é (- rwx ------ !
_ ' ' _ +
$-' - -
é + - &
$ Is -IR~/. ssh
2 $ '
/ home/ serg /. ssh:
total 16
drwx ------ 2 steve serg 4096 Nov 22 13:11 ./
drwx ------ 6 steve serg 4096 Nov 22 16:10 ../
- TW ------- 1 steve serg 1150 Nov 22 13:11
authorized_keys
a
+ - ' & -. SSH
G - - - & - $
ro- -+&SSH  +- PUTTY
- -&
+ - $ Connection (1 + 'y > SSH > $ Auth
_ _ _ _ $ & ' [
- - . ppk -
( )+ =% - - 3 -8
Category:
= Session ﬁ, Options controlling SSH authentication
T L‘ogging Authentication methods
= e"',;'z::ml 4 [l tempt IS or CyptoCard auth (55H-1)
Bell Attempt "keyboard-interactive" auth (SSH-2)
3 Features Authentication parameters
&2 Wln:z:eavance [ Allow agent forwarding
Behaviour [] &llow attempted changes of usemame in SSH-2
Translation Frivate key file for authentication:
Selection [C:\hin\pukkyplivkgy.ppk ‘ Byuwge,__q
Colours
= Connection
Data
Proxy
Telnet
Rlogin
= SSH
Kex
X1
i Tunnels v
[} + ' &
0 -+ PuTTY Windows OpenSSH
Rasbian - - &
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£ stevelinux-

Using username "steve”,
Authenticating with public key "stevefunixwviz.nec”

Passphrase for key "stevefunixwiz.net": TyT miii cEeKpeTHUI KatoY

s

a é $
i - 8 ! $ - '
' $ - - - - $
' I+ $ &
& + ¢ - & - OpenSSH,
'+ - + -
é - I I
- ' $
& - - o -% !
& 1000 - -
, + s - ' & -
I+ ' ' ' - '
- $ - $
' $ - - OpenSSH
- ' ' - - & - - -
$ - - & - & $ - -& b
+ - - - & - - +
a ' bo- - $ -
- - & ' - - -
& &+ $ + - $
- - ' $ - - - &
$ - - $ -
p- - - - & + $
o] - SSH - sshd _config ,
- & 3% -. letc/ssh/ & $
= ' - ' PasswordAuthentication
no é ' yes
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+ - - & SSH
+ - % +
- 8
T - &+ - -, -
& - - $
/ etc / ssh/ sshd _config -
# Protocol 1,2
Protocol 2
PasswordAuthentication no
- $ - -,
! - $
- service
# service sshd restart
0 + _
|+ $ L & - _ $ _
& $
0 OpenSSH - $
+3$' -3 '
- &
i - - SSH
i $ -
- $
| + $ '
o ! - SSH +
& -
SSH ' "
i -$ - -$
oo 10:55 AM - -
Tuesday $
| @ 11/22j2005 > .
- - - & -
(1 & - - $ . ppk
& o ' 1
060 0 - $ Close (1
U - $

+ -

84

+
a
+ $ '
$ -
- - - $
- !
Pageant .exe
PuTTY -
$ 1
- $ AddKey
- $
SSH
+
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' & - -+ 8 - $
$ ]
+ - é - $ ' .
- + - - $ - -
& 0 + ' &+ -
$ - $ '
- + ! &
- | - PUTTY $ $
1 1 + - 1 & b
$ - 3 - - -3
| & !
- &
+ - $ Pageant .exe - - $ & & -
6 "& ' ' Shortcut to pageant.exe Properties @@
- - - $ General| Shortcut | Compatibilty | Security
& & - -
) $ é _ é ) $ E Shortcut to pageant exe:
' . ppk Target type: Application
& ' Talge( location: bin ®aiin npMBaTHOrO KNloYa
- h $ h Target: vC:\bh\pageanl exe C:\bin\putty-privkey. ppk
i - -
$ , o} 0 ' Pageant .exe
& - ' + $ é - ..
- - $
é - Raspberry  Pi

o} -
@‘\' Raspberry Pi - - +0

: .- ! v o- 8
_ $ ' 33
a _ ! '
I '
SSH. SSH + - $ - ' -& '
- ﬂ& - L -
&& $ & -

% http://isearch.kiev.ua/uk/searchpractice/internetsecurity/ g8 lirefile-sharingwith-
raspberrypi
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PSCP '+ ' ' -&
- SSH PSFTP + FTP- -
' - - PSCP -PSFTP
PSFTP - FTP- - -+
PSFTP * ! -
& - -
& -
+ PSFTP - & + $° - $
$ - & $ tl
+ - psftp > :

C> psftp dbserver
Using username "steve".
Remote working directory is /home/steve

psftp >
o ' FTP- -+ -
- $
o - - -+ 0 help ' -+
PSCP + -& ' Secure Copy )
0 - ' & $
$ pscp - &
-& o ' -& ' -
- - pscp + - - -
pscp - -

C> pscp *. gbk dbserver :/ db/ evolution
CL_100. gbk | 97 kB | 97.4 kB/s | ETA 00:00:00 | 100%

CL _101. gbk | 68 kB | 682 kB/s | ETA 00:00:00 | 100%
CL_103. gbk | 44 kB | 445 kB/s | ETA 00:00:00 | 100%
CL 110. gbk | 34 kB | 34.6 kB/s | ETA 00:00:00 | 100%

CL_123.gbk | 45kB|  45.4kB/s | ETA: 00:00:00 | 100%
b- ! ' . -

_ ] _ - ] ] _ $ 1

$ ! u ! psftp - pscp
- "$ - - -

% http://theearthli/~sgtathanputty/0.63k86/psftpexe
86
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Mid night Commander
Midnight Commander (m¢ - $ -
_ & p ] ] _ ] $
$ _ _ - _ _ ] _ & ]
-1 ' ' - $ - mc
- FTP - & R - $
' + _ $ 1 _ - _
- & ' -
Midnight Commander $ '
ou - + $ ' mc - - -
' mc &+ '
sudo apt - get install mc
o] - + - - - & &
] - ' - |
-8 - F b
] - _ ] _ & $ _
el ("> < ~/tenp B
PazMep |BpeMa npaskm||'n  WwMs Pasmuep |Bpema npaekn|
|42 0 -BBEPX- |Von 12 03:17|
4036|ien 17 05:18| | fweb 4026|lton 27 04:14
php 0| vion
.htaccess 0| Vi 17:50| | |
il |
[ |
[ |
[l |
([ |
[l |
[ |
([ |
e —
| -EB=PX- | | - EBEPX-
L  FogeM/938eM (74%) L Fgoavyg3mEM (74%) —
I - -
+ -1 ' mc & -
x Tab ! - - -
X - & - - -
X Home -End ! $ . $
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x

pg-up -pg-down !
- - - ' $- $
& - F & $ ' mc '

o X

a $ - '

x

T

w
1

X X X X X X X
T
\l
1
1
Qo

F10 - $ I + mc mcedit

! + F- - Esc
(1- - 3

O
+
1

- mc sudo.

Ctrl R - -&
Alt-Shift ? -

Ctrl-x d - - - - ctrl -x

. d)
ctrl \ - - © ' a -.
Ctrl-xc (o,s,I) - FKRZQ V\POLQN
X Altc - FG - +
DUURZLQJ ' ! + -
X (Shift ) + - o]

X X X o

xX X

X (Shift ) * - - - T -

X \ -0

0 Midnight Commander + ftp- -+
FTP- it $ + 8
& - . -

$ 1

mcedit
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é
ftpuser
0
a
cd /# ftp
WinSCP
w
u
X
X -
X -
X
X
X
X -

fleean naHene Pann Komanpa HacTponku NMpagan naHen:
pe— ~fwuwfsile ——— [~]= pe— ~
|.n [Pa:uep |Bpeua npaexmn |'u dopmaT cnMcKa...
Hoa - K- 12 03:17||/.. | BeleTpait npocmorp
/img ¢
index.php
.htaccess

FTP=coegMHeHME . . .
Shell-coenunenne. . .

|
]I
|
|
|
l
|
|
l

: password @p _adress

- $ $ -mc $
- mc

: ftpuser : password @p _adress

ASCP® - - -+ SFTP ' W ndows -
é- - SCP.
: ! -& : - - 1& -
- & $ -
- 60 :-QGRZV GUDJ GURS - 85/
SFTP - SCP - SSH- SSH-
FTP
- & - :
- - - $
- - - -. 66+ $
& .HUEHURV *66 - -

% http://winscp.net/eng/download.php
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"2 wiki - My Server - WinSCP

X - - 3DJHDQW 3X77<
- &

X - ! -
' I1RUWRQ &RPPDQGHU
Commander)

X - 8 ' $ o+

X - $ '

W nSCP + - - -

' _ é- '+
- & - - &
- & - -
i & W nSCP 1+
SFTP SCP
SFTP ' $
' $ SSH-
& - SSH. W ASCP -
2. +- +$' -3 FTP.
+ +
& -
- - '+
1& -
- $ +

$IHQW Yo

"-QGRZV ([SORUHU
GQLJEW &RPPDQGHU

$
- - % + |
' SSH
- 00 Linux.
SSH-2. SCP
o] $
+ ' SSH- -SSH-
- o]
$
W nSCP

- W ndows Explorer
ou W ndows .

Fila Commands Mark Session Visw Help
Address | |3 Shomedmarting/public_htrldwikifwalki! v G
\:-‘"1L|L|‘../Jj'_7-] ,&TJX:‘T..P jﬂmé‘-‘gt‘ ﬁ"
¥y =) My Server M- =1 Default - & - m =i 'E
= ) /<oty Mame ~ Ext size  Changed Rights Cwiner
= L home 5.4.2007 20:21:21  rwrexrex  test
— ”“':_"‘: 309 1682006 12:00:22  rwer—r—  test
jm . 2685 Z3.0.2006 1ZBIIE  rwer-r—  test
& ele i= contributions. bt 1716 342007 17:59:12 rwr-r--  test
& public_btml |7 directory_cache. bxt 1861 25.5.2005 9:56:49 Fer=-r==  test
[ e ki 4245 31.5.2006 14:43:29  rwr-r-  lest
& wiki 5234 29.1.2007 14:30:26  rer-r--  bast
) secrst 102 17.12,2004 12:45:36  resr=—-r=- kst
1216 15.8.2006 22:35:56  rwr—r-  test
iz Fag_download_temp... 743 15.12,2005 23:10:24  rwor--r-—-  test
< »
114428 of 21 6986 in4 of 3 & sFr3 @ 0:01:39
- -
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0 "l & Norton
Comma nder ' - ' - Total
Commander , FAR, Altap Salamander - ' Norton
Commander ! - - $ ' '

- - 3 7

"y _ _

"2 xprim14@sorry.vse.cz - WinSCP

i Local Mark Commends Session Cptons Remote Help

: E-F % @ r2adioedE e ?

P4 Do | <eC:iDsk vl a~ : | & public_hml e
G GE ot [ @ & G 7} ]
Mame © e \BMEE! Mame 8

@deaDEst php 873 12.10.2002 15:03:00 a {ﬂ F 1.12,2002 21:52

ﬁ]ar ceminarky.php 4035 7.112002 22:53:01  a 3 amenu 1.12.2002 21:53

ig_l}c‘.tze php 2951 12.10.2002 15:03:00 a Eddoc 1.12,2002 21:53

& cveng.php 285¢ 12.10.2002 15 ) a 2m 1.12.2002 21:53

&l desifotky.php 1339 7.11,2002 23:20:08 2 Eaprojeity 1.12,2002 21:53

@] dowirload.php 489 6.1L3002 6:4%31 a Eracu 1.12,2002 2153
@ldovrlonder ghp 5217 12.10.2002 1510300 & 404phe 591 12,10,2002 16:03  rwxrxr-

&) florida.pho 1926 7112002 23:21:53 - a B8] amenu.php 657 12.10.2002 16:03  rwxr-sr-
E)fotcy.php 1486 7.11.3002 232315 & || @]budspest shp 873 12.10.2002 16:03  rwxrs
@h\ede}.php 5750 13.10.2002 12:494:00 a Q‘]uisemnau:\(.... 4035 7.11.2002 22:53
Elriederfotcy.ohp 8 12.10,2002 1510300 a Elovezeop 2851 12.10,2002 16:03 1w
&h\zd:jﬁn!:ni'x... 104  12.10.2002 15:03:00 a {]wzﬂg.:hp 2859 12.10.2002 16:03  rwoo-xr-)
Elntriseminarks.... 1276 12.10.2002 150300 & @]ddsfotioyphp 1339 7.11.200223:20

& htriseminarky.... 55 12.10.2002 1S:03:00 a Bldovmioad.php 439 6,11.2002 6:42 .
&]chba.php 240 12.10.2002 15 ) a @] dowrloader.php 5217 12,10,2002 16:03  rwar-xro
#lindav nhn 70 17 10 003 \ a ¥ | 38 Anvids nbn 1876 T 11 7007 7871 ut
1582568 of 816528 in 7 of 49 17375Baf 831046 Bin Saof 43

#rzrename  EXFscopy  Bremove oEF7Createdrecory  KFSDelete  E¥PoProperies  Ya®i0 Disconnect

246436 24318 w Ides 0:07:15 i |
[2} R Norton Commander
N . .
| RPi 1& Windows
é- Raspberry
Pi !
L} + - 1
36
ﬂ - 1 1 -
Raspberry Pi SSH !
& - +0 é
- - + -
é Pi - & & - -

% http://isearch.kiev.ua/uk/searchpractice/science/4#@2simple waysto-accessyour-

desktopcomputerraspberrypi-with-windows
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- RDP - Remote Desktop Protocol

Raspberry  Pi - - Raspbian
+ - | -
- - - Linux .
- & $ - -
1 - & ' I
-+ $ -
a - Raspberry Pi,
| + - - Pi + $
- +0 ' - SSH.
é &+ Pi X- ' -
(xrdp ):
sudo apt - get install xrdp
Xrdp + ' + + Y- RDP-
-+ - RDP + - - - RDP - RDP-
-+ $ - - o0 $ + &
4 - - & $° - -+ - -
40- - ' ' - - 128- -
' ' + - -+ - & &%
- + 8 - & RSA - -+
! $ |
"raspberry ")
é Y - + Enter.
i + & ' Pi ' xrdp '
+ o - & '
yoo+ ‘
+ + Pi & % - xrdp
0 Pi $ ' + '

[ ok] Starting Remote Desktop Protocol server: xrdp sesman

b + ! xrdp -
Pi.
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b Pi - -
& Pi +0

[ ok 1 Starting Remote Desktop Protocol
My IP address is 192.168.1.9

(e
+

1

|
o

' Remote Desktop Connection =n ] '\

| Remote Desktop
> Connection

Computer: 192.168.1.9 -

Username:  None specfied
You wil be ased for credentials when you connect.

¥ Optons (L Comect | [ beb
[} o] - M+
o] + Connect =+- & -
' -$ 060 !
Pi -
| + Module (6 $ sesman -Xvnc "o
- $ - Pi (

' pi -raspberry
"l . -

0 + 00 - - $ Module  [sesman-Xvnc ]
- username [oi
+ _ _ - password |~4~¢M~1
Raspberry Pi!
b - -
-3 OK | Cancell Help |
Pi.

é " xrd T+ '
p I} - 1+ ' Raspberry Pi
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X é- - 3 - - - =1 ' Linux +
& - + ' - R
- - -+ $ - - - %
X & ' RDP '+
$- | 4 - .
-+
X 0 - $ . $ .
- + - - & $-' =1 !
& - Windows - - $ - $inux-
x 0 - - - - % Microsoft ' xrdp +
VNC ' + $ "+ -&
True Type - . -
.- $ .- -

= 66+ - 6HFXUH 6KHOO 3X77<

[ - % ! -
Raspberry Pi Windows

SSH ' Yo

x Putty ¥
x Xming® ' X-
' Sessicn =] Basic options for your PUTTY sassion
~ Legong destination you wart to c o
Y] + Putty T"K:”;w mmpm::; ™ MP‘m
ol birch math umn edu 2
| + - ' |P_ = \’ln:::n‘ Raw lw;ehd Rlogn © SSH Senial
A Apsmmnca Load. doloto 2 stored
é + SSH. So— | s::“;';,, et
a~ 1 1 Selecton
€ , B Dotack Serings [ VPR)
- Data [ Sove
) + Save i Torw (o
Riogn
=) SSH
Kex
2 + SSH g-Ah BN Heim | @ Oy on et
Category 0 - , i
é + X - SSH" Aot [Osen ][ Conen
é &+ $ Enable 2 0 i
X11 Forwarding é &

37 http://www.chiark.greenend.org.uk/~sgtatham/putty/
% http://sourceforge.net/projects/xming/files/latest/download
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Category

' X11).
é + Session u o -.
0 + Save T
3 Toamea 7
gt
Bel
H Features
= Window
Behavieur
Traralon
Selaction
— Colours
- Connecton
Data E
Proxy
- Tebet
 Rogn
&-SSH
Kex
@ Auh
=TTY
Xn
- Tumnels
am -
o o]
0 + Xming
= + a -
' Xming Xming - -
& "l
PUTTY.
- + + !
Windows Raspberry Pi:
i + Xming .
T + PUTTY.
- - + -
a - -8
$
G -
- % X-
Raspberry  Pi
$ -
R Pi '
+ -

Optics cortroling SSH X11 forwardng ]
X11 forwardng
(7] Enable X11 forwarding
X daplay bocation
Remate X11 authertication protocel

localhost 0

©) MIT-Magic Cookse-1
Xauthorty fle for local display

(Bom..|

() XDM-Authorization-1

= Seasion | Basic options for your PUTTY session
r rl Logang Spacty the destination you want to comnect 1o
e : ‘: Host Neme for IP addresz) Port
| birch math umn edu 2
Features Connection type:
2 Window O Raw (O Tehat O Rogn © SSH () Sedal
{_ gab Load, save or delete a stored vassicn
|- Trandlation Saved Sessiens
| Selecten birch
| ' Colous Y (
& Defack | Load
i~ Data | Save |
- Tenet | Deite |
i~ Mook
) SSH
e Clase window on ext:
(O Awsys ) Never  © Onlyon clean ext
About | [ Open ][ Cancel |
%] | -
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0 ' VNC Raspberry  Pi

y Raspberry Pi
- & -

Raspberry Pi

+ © - a -
- & ' Raspberry SSH
C ) .
- & '
- o] - Raspberry Pi
VNC. VNC (Virtual Network Computing T+ & -
! '+
Raspberry  Pi - & S|
-+ VNC +0 - - ' Windows , OS X Linux -
Pi
+ + VNC Raspberry Pi
' ' TightVNC -
- - - - -. VNC:
sudo apt - get install tightvncserver
a - I
] - - u + $ 1

~ $ vncserver -geometry 1024x728 -depth 24

ou will require a password to access your desktops.

3apgaTtv naponb

ould you like to enter a view-only password (y/n)? n

New 'X' desktop is raspberrypi:1 VNC cTBOpU1E HOBUA
BipTyanbHUMA
po6oumnii cTin Ak :1

Starting applications specified in /I
Log file is /home/pi/.vnc/raspberryp:

[} T VNC

% http://isearchkiev.ualuk/searchpractidenethodsinstruments789 seting-up-vnc-on-
raspberrypi
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vncserver - geometry 1024x728 -depth 24

I - geometry &+ - -
X - depth + $
- + + VNC
$ - P $
- 1 - - & 1
6 $ ' 1 ' + -
I $ ) ,
' - Pi & -
$ $- & - vncpasswd .
+ - vncserver - ' -$- 3
- $ - Y- - +- X . '
$ - ! Linux - $ .
- b vncserver $
' - -+ VNC
+ + 8 ' - - $
- a VNC
vncserver 1 -geometry 1024x728 -depth 24
é ! - - $ -
&
vncserver - Kill 1
i
0o -+ VNC
' -+ - VNC ' & $ VNC viewers ‘
Windo ws, OS X -Linux @& ' ' Windows
TightVNC “° ' Linux -&
[ ' Debian :
sudo apt - get install vncviewer
it - & ' Raspberry Pi - $ ' VNC:
vncviewer  192.168.1.4:1
i + & Raspberry Pi - -

“0 http://lwww.tightvnc.cony
97
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) VNC - -

0 VNC '

- Raspberry Pi - $ -

U - $ & vncserver + $
#!/bin/sh
### BEGIN INIT INFO
# Provides: VNC
# Required - Start: $local_fs
# Required - Stop:
# Default - Start: 2345
# Default - Stop: 01 6

# Short - Description: Start or stop the VNC server
### END INIT INFO

PATH=/sbin:/usr/sbin:/bin:/usr/bin
eval cd ~pi
case "$1"in
start)
supi - c "/ust/bin/vncserver :1 - geometry 1024x728
24"
echo "Started VNC server."
stop) )
supi - c"/usr/bin/vncserver - kill :1"
echo "Stopped VNC server."
*) tR)
echo "Usage: vncserver [start|stop]" >&2
exit 3

esac

a - ! -
root , -& init .d - -3 -

sudo mv vncserver /etc/init.d/

sudo chown root:root /etc/init.d/vncserver
sudo chmod 755 /etc/init.d/vncserver
sudo update -rc.dvn cserver defaults

+ & - - ! VNC

- depth
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pi - - & - $ "l
$ & vncpasswd
VNC
é
a VNC,
& -+ VNC.

o - % ' ! Raspberry Pi - & - -

- - - ! & - - - ' &
X 4 ! s s |
PLY VNC ' & &
'. .' sudo serv ice  vncserver stop. U
‘.‘ ! ' - stop

b start - ! -
a - ' Raspberry Pi iPad
b I Raspberry
Pi
- & 7 . -
' iPad &+
$ 41 _
a RPi $-
- - + R + -
! python -
& -$ -
- iPad.
+ - - - & Raspberry
Pi - - & 3 0
S $ $ USB-
u - & $ $
- & $ &
x Fing*
X WebSSH*®

x VNC Viewer *

“L http://isearch.kiev.ua/uk/searchpractice/methodsinstrumentstigt@iolling the-raspberry
pi-from-anripad
“2 https//itunesapplecom/gb/appfing-network
scannefid430921107mMt=8&affld=1998745&gn-mpt=uc%3D4
“3 hitps//itunesapplecomgb/appwebsslid497714887mMt=8&affld=19987458&gn-
mpt=uad%3D4
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+ - : VNC Viewer $ ,
' &
é ' SSH ' - & '
i - SSH
SSH (Secure Shell +
' Pi. =+ -
& SSH - config .txt RPi '
& sudo raspi - config
- & ' Raspberry Pi
' - + é ..
ifconfig , iPhone
Fing ' $ $
- + !
+- & ' SSH
T WebSSH -
+ ' SSH.
y + IP- ! + 8
- - & Fing o
raspi -config 7 ' + &
! - & '
Y 1 - 1
- IP-
+ | - -
é - RPi
IP- é - - ' '
é ' VNC - & ' Raspberry
+ SSH - $ - &
Raspberry Pi "l
- VNC (Virtual

Raspberry  Pi

Raspberry Pi
$ - -
pi / raspberry

Raspberry  Pi
!

&
SSH-  + '

Pi  iPad

Network Computing ).

“ https//itunesapplecomgb/appvnc-viewerid352019548mt=8&affld=19987458&gn-

mpt=uad%3D4
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é ' VNC Raspberry  Pi
[ ' VNC VNC server RPi.
0 - - ' -
sudo apt - get install tightvncserver
i $ - - - -$ - $
- - - - $ -
tightvncserver
u VNC $ -
' - - - SSH ' & b
& ! ' + % - '
VNC ! -
+- & ' VNC
T VNC Viewer - iPad, - VNC
Viewer - - - - -.
i - & ‘e & IP- '
! u
& ! '
& -
+ $ ' - tightVNCserver
+ - & o+ - - - &
& - iPad.
Android - -+ - -
RPi
0 - $
Y
_ i l":.--"is': ﬂ& - -
H [ Raspberry  Pi -
L1 $ - $- 3
b 1
& -+ - - -
SSH, VNC -Telnet & - - '
T o+ - 45 ,
Android - - % $ $

- + - -+ - - -

“S http://isearch.kiev.ua/uk/searchpractice/internetsecurity/thi6dts-for-androidto-get
remoteaccesdrom-your-phoneto-the-raspberrypi-computersandother
101
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ConnectBot *°

ConnectBot + -+
(SSH - -
- SSH
- & ' -
ConnectBot + -+ ! . '
Android . & &
- - - - - i
-+ "+ - & ' - SSH ' - && $
UNIX - + - 9+ ' RPi.

Hacker 'sKeyboard *

+ ConnectBot ' SSH

é
ESC + - - - Tab/Ctrl/Esc
- - - & $ ‘ '
. ' Xoom Nexus S ' -
& $ D-Pad.
b - s - -
- - - - - é -
- - AOSP Gingerbread - + $ ' -
o - - + '

VX Conn ectBot “
0 -+ SSH - Telnet -

SCP- & -
- - 0% ConnectBot .
U | - $ -
X - SCP
X - - - -
& SYM)
X - - 2! -
X & - ' '
X ' SSH- & - 'o- -
X ' - - - PNG-
X - ! - -
X ssh- - BREHUWR 7\0H\
X ' X " Android XServer )

“5 https://play.google.com/store/apps/details?id=org.connectbot
“" https://play.google.com/store/apps/details?id=org.pocketworkstation.pckeyboard
“8 https://play.googt.com/store/apps/details?id=sk.vx.connectbot
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X X X X X X o

x

-+ - ' -
&+ $ ' Screen Capture
$/7 - 3DJH 8S
$/7 - 3DJH 'RZQ
ALT + - - e
$/7 - 0- $
ALT + Backspace: Insert
VX ConnectBot + - ' ' -
- & - & O $ - - &3 ' '
& & - & Bluetooth -

Samsung Captivate Glide (SGH  -i927)
6RQ\ (ULFVVRQ ;SHULD 3UR 0. L OLQL 3UR 6. L

JuiceSSH *°- SSH -+

X X X X X X

X X X X X X X X

u "
X $ 66+ -+
X
X

o -+ " Android -
& & SSH $ Shell -
Telnet .

& - - -
' - & ' 1+ ! -
- - % . -
- - - ORVK KW Wh8sh.mit.edu)
- 7THOQHW
- $ - $QGURLG
- ' - URL- -
' ' SSH ' Dropbox /Evernote
/email -SD-
- 87)-8
- + !
- % - SSH - -
- & '3 - - N+ ' SSH
+ $
- & - & OpenSSH
- - o - $ & - -
1+ '
& + Ubuntu , RedHat, CentOS, Mint, Gentoo - - -
- Linux
zlib ' ' - ' SSH- -

“9 https://play.google.com/store/apps/details?id=com.sonelli.juicessh
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u -. 3UR

X - - $PD]JRQ $:6 (& - -t + '

X - - - - $ '

X $(6 - ! - -

- & $ - $

X - - - 1]

X ' ' JuiceSSH - '
R -t $ -

Server Auditor °°

Server Auditor + -+

ﬂSSH ' 8 UNIX - _E@
é . Android j
' iPhone. R - 'E.-'HI
. ) - & E e |
$ ' -
6 -
X - - $ + $
X $ - & -
x - ;7HUP 97 - YDQLOOD
X &+ -+ -
X - $- 3 -& o v - &
+ *RRJOH - 6HUYHU)DXOW
+ SSH- -+ ' o
- $ ' . -
Android -vnc -viewer °*
+ androidVNC '
- . Android
- - GPL '+
- - & -
& $ -
T+ + 8 -% - & -VNC (Virtual Network Computing ),
& & TightVYNC , RealVNC Win - Linux, x1lvnc - Apple Remote
Desktop OS/X.
R $ - SD- -
- - URL ! - $
& - -+ & é- % $ '
" VNC ' - - -

*0 https://serverauditor.com/
*% https://play.google.com/store/apps/details?id=android.android VNC
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52

TeamViewer
] o6 - $ -
& - - & Android!
T & -
- - - & $
& -
$ é '
$ & ' '
$ -
1 o-
X Windows , Mac, Linux -
X - - % & Android $-'
& -
X - - , & & - - % - - -
" Ctrl, Alt, Windows S
X - -+ - AES- '
- & - - RSA
X & - - - -
X R ' &
X ' - - & - "o 1) -
& -
0 $ 3 - - o - ARM- -
- TeamViewer ! - + & Raspberry Pi
$ ' - !
o] ! Raspberry Pi +
! - - $
- "] ' '
RPi %3
F - -
+ & 3
- 8 '

*2 https://play.google.com/store/apps/details@iom.teamviewer.teamviewer.market.mobile
%3 http://isearch.kiev.ua/uk/searchpractice/science/a#88 to-streamingfiles-from-a-
smartphoneon-raspberrypi
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& -
u - & Linux +
' ' ' $ -
Y - % - + ! - 1&
& $ - ée-%$ - $ -
& $ USB - $ - ' & -
- & - & e
- ) S )
- & ' "
T RPi - -
' - & - $ - $
0 RPi -. B 0 .
- $ & - - -. 0
RPi + & - & Raspbian 0§ ! -
! &$ & - % "% $-' I-
é && $ ' & SSH ' '+
- RPi - 3%
- & & -
T & -& Raspbian -
SD- - .
RPi vy USB
- & RPi 3 ! Ethernet
+ $
+- - & - & RPi -
- R b_ -
+ DHCP - IP- - &
4] - - - -$ -
- & - - $ IP-
RPi - $ IP-
- - _ - $ '
IP- ! - % RPi -+ & &
i ! - IP- RPi,
i & -+, - - + '
- & RPi - Raspbian SSH.
i - & - Linux - $ -
- $
$ sudo ssh pi @192.168.3.100
+ - & - - $
- - - - ' o] + !
pi + raspberry [
- $ - - & -
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RPi Linux Windows b ! & $
- Rasbian Linux RPi.
[ ' - - -$
$ sudo raspi - config
é - $ - & memory_split ' "+ - RAM RPi
- GPU -CPU 1 ' RPi - &
- + ' Co © a ..
' - GPU $ MB.
i - - - - RPi p -
] - -
- & USB- ' -
- - $ - ! -
$ sudo adduser bodhi
0 $ bodhi - $ - - -
é $ $ - - - -
$ -
$ sudo usermod -a -G users bodhi
é ' ' Samba
- RPi ' - ) -0
$ + Samba ' "+ - & '
Common Internet File System (CIFS).
6DPED 53L - %
$ sudo apt - get install samba samba - common bin
0 - - Samba .
6 ' ‘ pi + '
$ sudo smbpasswd -a pi
é $
$ ! - $ -
+ - % !
Samba + & - - -

$ sudo cp /etc / samba/ smb. conf

+&

/ etc / samba/ smb. conf . old
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U - - -. & nano:

$ sudo nano /etc/samba/smb.conf

T -3 - - - Authentication
e - $ a - - - $ -
- -. | #security = user ' ' security = user
b + | Samba $ - 3 -
+ - RPi
. - - - $
- homes @ - " | browseable = yes -read only = no.
[ nano - $Ctrl+X ! -
& - Samba :

$ sudo service samba restart

+ - & -  USB RPi vy RPi + - % -
USB + & - . USB &
. Y )
USB- - - & $ -
o - - $ ' - é
- - USB ' - FAT b
I - -
a + NTFS + 8 $
- - - USB p '
' $ - - - -
! & EXT é - $ EXT4,
"l - ' Linux .
= _ ' - & ' - ' -
' sudo  fdisk - é $ -
- & - RPi - - + - - -3
- - - + USB ' é - & + -
- sda - - ' sdal.
u &+ ' + -
$ sudo mkdir /mnt/usb
$ sudo mount /dev/sdal /mnt/usb
+ - USB $ ' RPi.
- - - - $
uuiD -
$ sudo blkid

/dev/sdal: LABEL="nt fs" UUID="3B5C053D35CAD865" TYPE="ntfs"
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a . bo- && $ '

$ sudo nano /etc/fstab
UUID=3B5C053D35CAD865 /mnt/usb ntfs defaults 0 0

Samba - - - -

USB ! + -

$ Is /mnt/usb documents downloads music videos

© a $ -
| etc / samba/ smb. conf & nano, -3 - - $

[Downloads]

comment = Place all your downloads here
Path = /mnt/usb/downloads

browseable = yes

writable = yes

read only = no

valid users = @users

i © $ 2 -& / mnt/ usb/ downloads
' - - - - +- - + &
-& & Linux -Windows 0 - $
- $ $- & -
$ ' ' - $ &
USB + RPi.
a ' -$
- $ pi -bodhi :
[Documents]
comment = Important eyes - only PDF files
path = /mnt/usb/documents
browseable = no
writable = yes
read only =no
valid users = pi, bodhi
F - -
u + | ' -
0 + -+ Transmission ' + '
' - - é Transmissi on Raspbian -
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' $ $ - 1 $ - L}
& - ! -

[ ' SSH RPi -
$ sudo apt - get install transmission - daemon

+ , - Transmission '

$- - - -.  Transmission S
!

$ sudo service transmission - daemon stop

0o - - debian -transmission ),
$ sudo usermod -a - Gusers debian - transmission

a - . USB '

+ - &+ $
USB - + -

$ sudo mkdir /mnt/usb/public
$ sudo chown debian - tranmission /mnt/usb/public

G - -
Samba :
[Public]
comment= Public share for torrents
browseable = yes
path = /mnt/usb/public
public = yes
writeable = yes
guest ok = yes

+ - $ Samba ! &
= Transmission fi -

/ etc / transmission - daemon/ settings . json

é- nano - - -3 "rpc -

whitelist - enabled ": true "rpc - whitelist -enabled ": false !
- & ' - & -

= - - % ! !

"downl oad- dir": "/mnt/usb/public/downloads/Complete”
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é - - - & . -
+ - & - $ -& - "incomplete -
dir -enabled ": false "incomplete -dir -enabled ": true - - $
' ' $ "incomplete -
dir ™

"/mnt/usb/public/downloads/Incomplete"

é - _ 1
a ' - / mnt/ usb/ public
- - & -
a ' - + - '
| . ) ) . .
0 - - + -
- -& - . Transmission . 1 ' $
- "rpc - authentication - required":
false "rpc - authentication - required™; true
+ - $ - "rpc - password ":
"< password >" ' Transmission . U
- $ - - $ 7UDQVPLVVLS&IGD service
transmission - daemon start
T ' Transmission + a
- URL - - Transmission
| -3 - -$
| & '
- - - ' 3 + transmission
$ - - -
' torrent + - $ - - Transmission -
- $ Open Torrent é- é URL
& - - -9 Upload i !
é - - -+ Y ! - +
- - & & |
= - & & - -
- &
- : - &
- -+ & - - $
/ mnt/ usb/ public / downloads / Complete 0 - -
$ Linux - -
- ' é- % - % - - Linux ,
' Nautilus  Gnome - & $ Samba i - $ Nautilus -
- $Ctrl+L '
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G - $ smhb// - P - RPi ! & Samba. 0
smhb://192.168.3.100
smb://192.168.3.100/ documents e
# mount -t cifs -0 username =pi , password =raspbe rry
//192.168.3.100/ usb/ downloads / mnt/ downloads
[ '
/etc/fstab :
//192.168.3.100/usb/downloads /mnt/downloads cifs
username=pi,password=raspberry 0 0
0 - & - - USB Windows .
é- - Windows 7 My Computer (6 - & - - $
Map Network Drive (+- & a - -
B -$ - - $ ' . p
I $ 192.16 8.3.100 \ usb\ videos é
- -& ' - -, - -
- ' 0- &
[} Android - &
i Samba +
: ES File Explorer **.
(6 J)LOH ([SORUHU + - $
u -
$ -+ - ' - -
Dropbox, Google Drive, SkyDri YH %R[ QHW 6XJDUG6\QF $PD]R
BEXQWX 2QH -+ )73 - -+ [/$1 6DPED
(6 )LOH ([SORUHU "+ $QGURLG
'8 - $ ' . é
- . - - - $
& - - & ' - b' "+
' ' * L G L -)L ! - '
G - - $View & Local 6 $ LAN o
- - $ Menu > New > Server 06 &! U U -
- $ + b - - -

* https://play.google.com/store/apps/details?id=com.estrongs.android.pop&hl=uk
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$
Raspberry  Pi
- u - $
"+, Raspberry Pi + $
55 '
- & ' Csl
& ) :
u
( - aa -
x20x9 $
$ - "+ $ -
i MP + + - -
+ - ! x1944
+ - - p 3 - fps), 720 p fps
X - - & fps  + -

Raspbian 6u -

! Raspbian 60

%5 http://isearch.kiewa/uk/searchpractice/internetsecurity/1#@@vto-setup-the.camera
moduleraspberrypi
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1381
| « Yo

N

Ethernet é- +
é -
Ethernet -
- - 1
1 + $ ] _
- & - %
Raspberry Pi
' SD-
6u  Raspbian
"Wheezy -
L} B L}
' - $
" pi raspberry ",
u
- ou '
$ _ _ _ 2 +- 1+ &
- $ - .
& - o é
$ ] ]
&
sudo apt - get update
sudo apt - get upgrade -y
L’j _ - ]
Raspberry  Pi ! - - ' - GPU -
! ' - - - % - $ $ -
s = $ + 8 -
é -3 - -
sudo raspi - config
u - $ Advanced >  Memory _split"
o "} - T - - -
"l - -$ - u $
&+ - $ + 8
0 -+ - Enable /Disable Camera
( & ' ' - $ Enable
a -
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$ Finish

a

info Information about this tool t
expand_rootfs Expand root partition to fill SD card g
.
i

overscan Change overscan
configure_keyboard Set keyboard layout
change_pass Change password for ’‘pi’ user
change_locale Set locale
change_tinezone  Set timezone
change_hostnane Set hostnane
Change memory split
Configure overclocking
Enable or disable ssh server

boot_behauiour Start desktop on boot?
anera Enable/Disable cannera addon support

<Select> <Finish>

Enable support for Raspberry Pi camera?

<Disable>

Would you like to reboot now?

é - Yes - ' '
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T Raspberry  Pi

Y -

- raspi vid -raspistill .

o) + - - - - $

$ - - é - -
- ' -& - -1SO - -EXIF.
0 - - - ! 'S,
1 ] ' i

t ! - $ - - - -t 20000

+
8-

é- 'S - raspivid o)

8- ' - - -
raspivid - h video.h264 -t10000

é- ' ® raspivid -p 0,0,640,480

T ' - - h264:
raspivid -t 20000 -o video .h264
é ' - ' - raspivid

u Raspivid >izZjzf ljb@
-2, - . R -
-w, - é - $ ' size! 1
1920
-h, - ) ' size! i
1080
-b, - - é - é -

Mbits /s -b 10000000 )
-0, - - é - filename ! ' stdout
-0 - )
-V, - é ' $ -
-t, - - Cy - - & I
&+ $
-d, - | - -
+

-fps - - @ - $ -
-e, - penc + $ -

- $
-p, - - s - ' X,y,w,h'>
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T 13a1
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i ' JPEG -
raspistill - h image . jpg

T x480:
raspistill - 0 image.jpg -w 640 -h480

T -3(* o - raspistill - 0 image.jpg -gq5
é ' - ' - Raspistill

u Raspistill >iZjzZf_ljb@

- W, - é - $ ' size>
-h, - T ! size>
-q,-'- $ e ' - JPEG !
i - raw bayer JPEG
-0, - - é - filename ! ' stdout

(JPG, BMP, GIF, PNG)
-x, -exif 0 EXIF ' ' $ ' key =value )
-tl, - timelapse 4] - - t!

© &»
Q
s

-p, - - s - ' X,y,w,h'>
_f, - -
-n, - $ ' o - - $

-sh,- - - $ & b - - -

-co, - a - ' - -
-br, - - $ 0 ' - -

-sa, - 'é ' - ' - -
+100)

-1SO, - I1ISO & ISO
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-vs, -vstab 0 - - - - =&
-ev,-ev & -&
-ex, - -t é -.
-awb, - awb & AWB
-ifx , - imxfx & '
-cfx , - colfx @& - u:Vv)
- mm - metering é - -.
-rot , - o ' -359)
-hf, - hflip & $ -
-vf, - vilip & $ -
T ' ' ' $ / home/ pi
o ) )
- ' - - startx -
"File Manager " - LXTerminal '
- - Raspberry  Pi
[ ' Linux
é - $ - '
sudo apt - get install mplayer netcat
i - $ IP- Pi ifconfig . & IP-
- $ - - '
192.168.1. XXX).
é - ! '
& MPlayer:
nc -1 -p 5001| mplayer -fps 31 -cache 1024 -
i ' ou Windows
a -$ - - inux Pi.
i - $IP- Pi ifconfig é IP-
- $ - - -
192.168.1. XXX).
i MPlayer °.
i Netcat *.
) - $ , ! ] -
- -, - % -

*% https//codegooglecomp/mplayerfor-windowgdownloadédetaiPnamesmplayersvr
36251.z&can2&0=
*" http://joncratonorg/medidfiles/ncl11nt.zip
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0 - $ - Windows , - - "rt , !
- - "Run" (" é . €& - $cmd.ee
- - - - $ Enter /Return , ! - ' DOS.
e - 9% ' !
' & MPlayer :

>Reyo Mt.eo_@c.eo_ -L -p _ >Reyo "h
mplayer .eo_\@nplayer .eo_-fps 31 -cache 1024 -

i ' 0Ss X
i MPlayer 8
o - mplayer &
Brew>® ' +
T - $IP- Pi ifconfig é IP-
- $ - - '
192 .168.1. XXX).
é - ! '
& MPlayer:
nc -1 -p 5001| mplayer -fps 31 -cache 1024 -
[ ' Raspberry  Pi
| - $IP- Pi ifconfig é IP-
- $ - - '
192.168.1. XXX).
é - - - & Pi:

mkfifo buffer
nc -p5001 -I> buffer|
lopt/vc/src/hello_pi/hello_video/hello_video.bin buffer

i - Pi ' + $
= ! ' $ . -

$ Pi:
raspivid -t 999999 -0 x| nc >\klIzZ\I_IP-Z"j_km de-}glZz@

é - !

%8 http://sourceforgaetprojectémplayeroskiles/MPlayer
% http://mxcl.githubio/homebrew
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+ ' - OMXPlayer

Raspberry  Pi +

1 $ -
) -60.
p
& $ '
- $ - -
u OMXPlayer

Raspberry Pi U -
Raspberry  Pi -
- +

sudo apt - get update

sudo apt - get -y install omxplayer

omxplayer myvideo . mp4

T
Ve Code g % The

olio colec ac3 chamely 3 :::‘ %2
L

Subtitle copyt;
Ve 0, state:

- $ omxplayer

' - Raspberry

% http://isearch.kiev.ua/uk/searchpractice/methodsinstrumentsili&ththe-video-for-

raspberrypi-from-the.commandine
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R -
!
omxplayer
é
u
-h / - help
-n / -- aidx index
-0/ -- adev device
-i [ --info
-s | -- stats
-p | -- passthrough
-d / -- deinterlace
-w/ -- hw
-3/ -- 3d mode
-y [ -- hdmiclocksync
-z | -- nohdmiclocksync
-t / -- sid index
-r | -- refresh
-1 |/ -- pos

boost - on- downmix

subtitles path

font path

font -size size

align left /center

omxplayer

[ usr / share / fonts /[ truetype

>[:J:F?LJB@ >N:CE@

& $°

srt - -
- UTF-8

/ FreeSans . ttf )

- &
(

121

' left)

T 13a1
| « Yo



4. ; AREOO°Y

T 13a1
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-- lines n
é -
& -
- !
U ' -
- 4+ '
1+ '
2+ -3 '
< . :
> -
zZ t -
j -
k + -
it - -
0 * -
n + - -
m * -
s * '
d +
f+ -8
g - - omxplayer
p - -
+/= - - $
- +
- *
- +
é
- $
(OSD) -
OMXPlayer
ap”’

-&
r &
$

& $

+
6 - %
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omxplayer -b myvideo . mp4

| ' '+ $ - + Raspberry Pi,
HDMI Yoo - a "l Pi
- & - - -
- HDMI & -. 3-0 hdmi’
omxplayer -0 hdmi myvideo . mp4
Raspberry  Pi + $ !
! _ b + I _
' ' - - - &
' ' DivX é- H - MPEG-4
- p HD MJPEG, VP6, VP -OGG Theora -
b- - - '- & SD ' - &
- & $ - - ' + 8
& GPU ! MPEG VC-1
+ 8 ' Blu-Ray -
- - - - - - - - - Raspberry Pi
Foundation °'.
| + - ! ' -
- + - - % ! OMXPlayer
- & - g & I & - & - -
R =0 & H é
OMXPlayer - - - & - &
j‘ .
omxplayer -i The\ Croods . avi
i@raspberrypi ~/usb $ omxplayer -i The\ Croods .avi
Input #0, avi, from 'The Croods.avi’
Metadata:
encoder : Lavf53.2.0
Duration: 01:39:06.32, start: 0.000000, bitrate: 1333 kb/s
Stream #0:0: Video: mpeg4 (xvid / 0x64697678), 640x362 [SAR 1:1 DAR 320:18
r, 23.98 tbn, 23.98 tbc
Stream #0:1: Audio: ac3 ([B8] [6][6] / 6x20008), 44160 Hz, stereo, fltp
have a nice day ;)
pi@raspberrypi ~/usb $
2 é- - - -
i - - -
- Pi.
Omxplayer "l &+ -
& ' Raspberry Pi - - &

®1 http://www.raspberrypcomlicensekeyd
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- ' + - - -
ﬂ ' 1
Raspberry Pi é
$ - L)
+ _ 62 6
iPad/iPhone -Android .
o - - -
é - - - $
- & b &+
x 0 Pi + $ - raspivid -
- H.264
x é- - + 8 + - -nc © +2
+ - +
x 0 & - nc + - - +
mplayer
b - - Pi - &
- + - $
x Raspberry Pi - &
+ $ ' -
X 0 & + $ - &
+ © a
- - H264. & + - $ & '
x 6 - 8% + 8 - Pi -
& - &
- - & - -+ $
X I+ - - é +
Pi.
a - - - ! - $
- - + -
é & & + - $
y + - - -
-0 $ 38 +
$ -8 - -3

%2 http://isearch.lév.ua/uk/searchpractice/methodsinstruments/48bivsingthevideo-feed
from-the-cameraraspberrypi-via-a-web-browser
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Y -3 . - . .
0 HLS + -. Apple - + -
-8 i+ ‘ - R ! + 8
Fragmented MP - + $ ' Adobe -Microsoft + -
- - ' ' & -
& 60 Windows - Mac $ Linux - -$ -
- - HTML5- - - MP
0 - - ! -
_ + _ - $ 1 + _ 1
- & - & y + -8 -
' - - - ffmpeg '
Raspbian ' - $ - HLS.
-+ - - "
Motion JPEG
i - & && $ IP- !
& $ - &
Motion JPEG MJPEG.
Motion JPEG - - JPEG -
& p- ! -% - 8 - $
MJPEG.
i & & - MJPEG + ! -
- H ' -+ -8 - + -
' - % - - - - - i MJPEG
+ 8 ' $ ' JPEG R +
+ & - ' + & MJIPG-
MJPEG - -
u - ' Raspberry Pi.
5 ' ) : '
' $ - - - ' RPi.
é -$ -
0 & + - - ' +
MJIPG- Streamer :
$sudo apt - getinstall libjpeg8 - dev imagemagick libv4l - dev

- videodev 2. h

videodev .h
videodev . h ! -
MJPG- Streamer

MJPG- Streamer
©! a
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$ sudo In - s /usr/include/linux/videodev2.h
/usr/include/linux/videodev.h

T MJPG - Streamer

é - ' MJIPG-Streamer sourceforge .net,
$ wget http://sourceforge.n et/code - snapshots/svn/m/mj/mjpg -
streamer/code/mjpg - streamer - code - 182.zip

[} - MJPG - Streamer

é - Y+ & ZIP -

+ - - % & & -& "l

- + i - ! ' -
$ unzip mjpg - streamer - code - 182.zip

+ 0-3* -Streamer
MJPG- Streamer '+ $ - % - - %
- $ - - - )
& & % - % ! - :

$ cd mjpg - streamer - code - 182/ mjpg - streamer
$ make mjpg _streamer input _file .so output _http . so

é - $ MJPG -Streamer
) - -&& $ - - - -

$ sudo cp mjpg_streamer /usr/local/bin
$ sudo cp output_http.so input_file.so /usr/local/lib/

$sudocp - R www /usr/localimww
e & - %
o} U ! $

$ mkdir /tmp/stream
$ raspistill -- nopreview -w640 -h480 -gq5 -o
ltmp/stream/pic.jpg -t1100  -t9999999 -th0:0:0 &

T - - -. raspistill "l

T - $ MJPG iStreamer
a + ' !
MJPG- Streamer :
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LD_LIBRARY_PATH=/usr/local/lib mjpg_stre
- 0 "output_http.so

f tmp/stream

- n pic.jpg"

&

X LD_LIBRARY_PATH

http ://l< IP- Z"j_k Raspberry

b '
1] $ ] _
&+ -

+ $ ' input _file
L} l+

MIPG-Streamer
Demo

a ressource friendly

streaming application

Home
Static
Stream
Java
Javasaipt
VideolLAN
Control

info:

g 48 =+

+ ]

&
Pi >:8080 .

amer -i"input_file.so

&

http ://

About

o O

- w /usr/local/www"

localhost

Details about the M-JPEG streamer

Congratulations

3

You sucessfully managed to install this streaming webserver. If you can see this page,
You can also access the stream of JPGs, Which can originate from your webcam for
example. This installation consists of these example pages and you may customize

the look and content

The reason for developing this software was the need of a simple and ressource
friendly streaming application for Linux-UVC compatibie webcams. The predecessor
uvc-streamer is working well, but | wanted to implement a few more ideas. For
instance, plugins can be used to process the images. One input plugin copies images
to a global variable, multiple output plugins can access those images. For example
this webpage is served by the output_http.so plugin

B

The image displayed here was grabbed by the input
plugin. The HTTP request contains the GET parameters
action=snapshot. This requests one single picture
from the image-input. To display another example,

127
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+- + ! &+
$cd././
$rm -rfmjpg -streamer -182
o} ' - raspicam
6 github ® + - MJIPG Streamer ' "+ $ -
- raspicam é & - & MJPG- Streamer
raspistill - - raspicam - + $ '

6 %"

MklZgh\ddev- \_jke€libjpeg
sudo apt - get install libjpeg 62-dev
MklZzgh\dZ FPDNH
sudo apt - get install cmake
AZ\ZglZ  _ggy P-WSMUHDPHUZ3+igghf UDVSLFDP
git clone https://github.com/jacksonliam/mjpg - streamer.git
~/mjpg - streamer
AfegZ "bj_dlhje€
cd ~/mjpg - streamer/mjpg - streamer - experimental
Dhfieeypey
make clean all
AZfegZ klZjh]lh 0-3Kljbf_jZ
sudorm - rf /opt/mjpg - streamer
sudo mv ~/mjpg - streamer/mjpg - streamer - experimental /opt/mjpg -
streamer
sudorm -rf~/mjpg - streamer
lhgZlhd ihlhdm
LD_LIBRARY_PATH=/opt/mjpg - streamer/ /opt/mjpg -

streamer/mjpg_streamer - i "input_raspicam.so -fps15 -q50 -x
640 -y 480" - o "output_http.so -p 9000 -w/opt/mjpg -
streamer/iwww" &
U -& gist %4).
e + - ' &+ -
+

%3 https//github.comjacksonliamimjpg-streamer
® https//gistgithub.commiguelmot#9201942
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- - VLC
! VLC Pi
- Pi -
' - &
_ . & 65 é
+ 1 - - $
' - h $ &
0 $ -
$ ' - - -
(p) 30 - fps -
Pi e p
30fps - fps - p &+
Nexus "+ $ # fps 0
&+ - - 450 @ 25 fps ' ! -
+ $ ! -
+ | ! Nexus Pi. Pi
- - $
- (720 p @ 25 fps
00 ' $
é - VLC
VLC Pi:
sudo apt - get update
sudo apt - getinstall vic
e- $ $ VLC
- VideoLan °°.
0 Nexu s - android - .
- $ Google Play - - $ VLC for Android Beta® &
& ! ! + - & +
: i
é RTSP
6 -3 - - + + %' RTSP -
! -3

% http://isearchkiev.uauk/searchpractidenethodsinstrument&813howto-transfervideo-feed
from-the-cameraraspberrypi-tabletor-smartphonevia-vic

® http://www.videolanorg/
®" https//play.googlecom'stordappgdetail@id=org.videolanvic.betawneor& hi=uk
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raspivid -0 - -1t9999999 -w640 -h360 -fps 25|cvic - VWV
stream:///dev/stdin -- sout '#rtp{sdp=rtsp://:8554/} :demux=h264
é $ - + 8% -
Raspberry Pi.
99999 - - % - - -
& 1 é - 1
' + $ ' ! - $ -
$ - - CTRL+C,
I $ -
i ! + $ - $
- - -8 - b o + 8 &+
) .
i - - ' - $
& ' &
Name 480p 576p 720p MKV 720p + ASS
HTC One X o4 o v o
Samsung Galaxy S3 v o + "
Galaxy Nexus 4 & v 7
Samsung Galaxy S2 v o z z
HTC Desire HD v ? x x
Nexus One 4 x x b4
0 - - $ ! -+ $ - -
- - $ CTRL+C !
] _ $ . -
é- - . VLC -
- Network Stream & rtsp :/l< IPofRaspberryPi  >:8554/
! + IP- Pi -8 - ifconfig - -
- & IP- $

- Fing- Networ k Tools %,

: + - + IP- -
| - + -
- - - Nexus
| .
URL - © -& - a !
- _ ' ' &+
| - - -

-w 640 -h 360 -fps 25 ! -9

Nexus - $ ' - $

% https//play.googlecom'stordappgdetils?id=comoverlookandroidfing& hi=uk
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s - HTTP
RTSP &+ $ - -
1) i $ VLC - HTTP !
+ 8 - $ -
Raspberry Pi - $ - + 8
- $ ,

-$ - % -
0 . - -.

raspivid -0 - -t 9999999 -w 640 -h 360 -fps 25| cvic -vwv
stream :/// dev/stdin -- sout
'# standard {access =http , mux=ts , dst =:8554} : demux=h264

T - ' & VLC, -
Network Stream & http ://< [IPofRaspberryPi  >:8554/
é ' HLS

0 - - + ' HLS (HTTP
Live Streaming ). b $ $ - ' + $

ios 1! $ Raspberry
Pi - + ' Apache '
&

sudo apt - get install apache

U b - $ - - - & $ " Jvar/www 1

' VLC ' -. HLS-

raspivid -0 - -w920 -h540 -t9999999 | vic -v -I1"dummy"

stream:///dev/stdin
:sout="#std{access=livehttp{seglen=10,delsegs=true,numsegs=5,
index=/var/www/streaming/stream.m3u8, index -
url=http://<IPofRaspberryPi>/streaming/stream - HHHHHE AS),
mux=ts{use - key - frames}, dst=/va riwww/streaming/stream -
HHH#HHA 1S} .[demux=h264

0 + ! $ IP-

Raspberry Pi. 1 - - & VLC,

- Network Stream :

http ://< IPofRaspberryPi >/ streaming / stream . nBu8

T + ! HLS
Raspberry Pi

Ro
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Raspberry  Pi

%FFMPEG Raspberry Pi - + I

69

o - ' -' ffmpeg ' Webcam Streaming

- - -&
ffmpeg ' u git ' Raspbian
Server Edition (RSE git .

a - -

"l + ' sudo

bash ! - - 0 + sudo $
sudo apt - get install git

P 'ogit $ -$ [ usr / src !
cd /ustr/src
sudo git clone git://git.videolan.org/ffmpeg.git

Git ' ' ffmpeg

+ - ! ffmpeg -$

libasound 2-dev $ ALSA.

cd ffmpeg
sudo ./configure
sudo make && make install

- 0o - ' -' ffmpeg Pi + $

& Pi & - ! -

T - / etc / apt / sources . list
deb- src http://www.deb - multimedia.org sid main
deb http://www.deb - multimedia.org wheezy main non - free

% http://isearchkiev.uauk/searchpractidenethodsinstruments814-how-to-createa-stream
from-a-webcamon-raspberrypi-with-ffmpeg
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T é

sudo apt - get update
sudo apt - getinstall deb

- multimedia

- keyring

T é - $ ' / etc / apt / sources . list
deb http://www.deb - multimedia.org wheezy main non
¥ é
sudo apt - get source ffmpeg -dmo

a - -
Fol - -
T+ - $ - $

sudo cd ffmpeg -dmo- 2.2

t 0

sudo ./ configure

tri - % - - ffmpeg :

sudo make && make install

R

[ etc / & ffserver

Port 81

BindAddress 0.0.0.0
MaxClients 10
MaxBandwidth 50000
<Feed webcam.ffm>
file /tmp/webcam.ffm
Fi leMaxSize 10M
</Feed>

ffmpeg

ffmpeg
ffm peg

. conf :

ffserver

133
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ffserver

- free
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<Stream webcam.avi>
Feed webcam.ffm
Format avi

VideoSize 176x128
VideoFrameRate 15
VideoBufferSize 40
VideoBitRate 64
AudioBitRate 32
AudioChannels 1
AudioSampleRate 11025

VideoQMin 1
VideoQMax 20
</ Stream >

0 - & $ - - I

- 'S - o -

- ! - - ffmpeg ' - -

0 - - -& sh
p $ - sh i

webcam. sh - - / usr / sbin ' '

ffserver - f /root/ff.conf & ffmpeg -vcodec mjpeg -vverbose -r

15 -s176x128 -fvideo 4linux2 -i/dev/videoO
http://localhost:81/webcam.ffm

+- ' .sh - !
-1 $ -

[ usr / sbin / webcam. sh

o & . $ -1 $

** 1 dup!2 fps= 5 q=2.6 size= 51136kB time=00:06:56.40
bitrate=1006.0kbit s/s dup=359 drop=0
ffmpeg + -
- & http ://< IP-Z7j_kZ k_j\_jZ\Zrh€
dzf_jb! webcam. avi
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5. Rouoob6epRiide éii~ioe
o] VPN ! - - $
3
0 -
Raspberry  Pi + $

3 __'!&$

VPN  (Virtual  Private

Network ).
T VPN, +
+ $ . - $
-0+ - - $ @
- VPN Raspberry Pi. & - -
+ ' Hamachi + VPN
OpenVPN.
i ' VPN, ' - ,
- VPN, - -% &
Nerenga
aE— Hezawudposanui
inTeprer-rpadix
3awudposannin
VPN-tyHens
SOHO "nokanenuit” Tpadix

/\ I BiaaaneHe po3milLeHHs \
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(0]

VPN Raspberry Pi

o 'Opi VPN - - - +

O http://isearch.kiev.ua/uk/searchpractice/internetsecurityAliz@2he-raspberrypi-for-
personalvpn-to-securelyfrom-anywhereon-the-internet

T http://lifehackercom’5900969build-your-own-vpr-to-pimp-out-your-gamingstreaming
remoteaccessand-oh-yeahsecurity
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x é - LogMeln "
LogMeln Hamachi ® !
u - $ - " !
- Hamachi $ VPN
! $ ' -+ &
- IP-
X  Privoxy o} 17+ + Hamachi !
+ - -
X Raspberry Pi, i - 8%
x HDMI $ . - &
- & Pi - - -
. Y .
X é SD- - - é
- SD- 'l -
- - - ' ' Pi.
X USB- - - e -
- - Bluetooth
X 0 $ . ' $
- - - &
-+ ' - '
Pi 0 & - & ' R
- $ - - $ - $
X € ' micro  USB i -$ -
é-%$ - % ' ' -
& - - - -
' ! ' 0 - SD-
- ' '
T '
o} - ' VPN
' Privoxy ' '
Linux - Pi o} &
- & - - -
0 0 ' Raspberry  Pi
i $ - - - '

Raspberry Pi
. ' Pi.

"2 https//securdogmeincom/UK/
"3 https//securdogmeincom/productshamahi/defaultaspx
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Raspi-config

info Information about this tool
expand_rootfs Expand root partition to fill SD card
overscan Change overscan

\) conf igure_keyboard Set keyboard layout
change pass Change password for ‘pi’ user

change_locale Set locale
change_timezone Set timezone

nemory_split Change menory split
overclock Configure overclocking

ssh Enable or disable ssh server
boot_behaviour Start desktop on boot?
update Try to upgrade raspi-config

Select> <Finish>

[} T - - raspi - config
e - ' Pi -3

sudo dpkg - reconfigure keyboard - configuration

i - $ - - ! & '
+. . - -$ Pi & sudo
reboot ), -
invoke -rc.d keyboard - setup start
0 o} ' Raspberry Pi - ' Hamachi
Hamachi $ - - $ - b $
- - + ! -
- & 1
- _ _ $ _ !

sudo apt - get update

- - $LSB ' Hamachi ):
sudo apt - get install 2fix - missing Isb Isb - core
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é $ ' ' -
& -& Hamachi " Linux :

sudo wget https :// secure .logmein . com/ labs /logmein -
hamachi _2.1.0.86 -1 armel . deb

! + - 1 L}
Hamachi ' Linux, - $ - ‘ LogMeln ™, 1
- - ( ,21.086-1) - - -
fl - .
T - - $ Hamachi, -

sudo dpkg -1 logmein -hamachi _2.1.0.86 -1_armel . deb

0 3: 0 ' Hamachi Raspberry  Pi
o] - ' . VPN + ' Hamachi ,
! Pi - -+ 8 +0
0 Raspberry Pi ! - & Pi
- LogMeln - Hamachi :

sudo hamachi login
sudo hamachi attach [ <KL:<L®2MIEMAIL LOGMEIN CONI
sudo hamachi set -nick [ <KL:<LEH=16E Y<:RH=RASPBERRYPI]

G , - - -, - LogMeln ™ - - $
- "My Networks " (" 6 . - a .8 I P
- +$ - & -
0 - Pi - -$ - - -
BT -+ -3 Raspberry Pi - - $

sudo hamachi do-join >1>?GLBN1D:LHJ F?J?@1 YDBC <B A:IBK:E

= - -$ $ LogMeln " - 0
$ ' + ' LogMeln - - .
- $ Pi & . VPN !
+ $ ' Hamachi GdLogMeln .com - - $ IP-
+ Pi - - % .. - - $ .
- $ SSH - - RPi,
- $ SSH ' ! - !

sudo /etc/init.d/ssh start

" https//securdogmeincomlabs#HamachiforLinux
"5 https//securdogmeincom/UK/
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0 é ' Hamachi &
0 0] & Windows , Mac Linux '
- & ' VPN - -+ Hamachi -
_ 76
- " 3 + ' . VPN (Network > Join -
& Raspberry Pi SSH -
- - OWindows " Putty Mac/ Linux - $
- ' SSH & IP- Raspberry Pi + -
Hamachi -
0 ' é - $ Privoxy Pi -
! - - &
& @ config privoxy.org ¢ |[&- uTorrentControlv2 Custo || &
8 Most Visited [ ccto me B3 Bookmarks |
This is Privoxy 3.0.19 on raspberrypi.local (25.15.207.1), port 8118, enabled
Privoxy Menu:
* View & change the current configuration
* View the source code version numbers
« View the request headers
* Look up which actions apply to a URL and why
« Documentation
Support and Service:
The Privoxy Team values your feedback. To provide you with the best support, we ask that you:
 use the Support Tracker if you need help.
* submit ads i Actionsfile Feedback Tracker.
» submit bugs only through the Bug Tracker. Pleas: the bug has itted yet.
« submit through Tracker.
 read the instructions in the User your request .
If you want to support the Privoxy Team, please have a look at the FAQ to leam how to participate or to donate.
[4] + - Privoxy Rsspberry Pi
6 - - - Pi -
- - Pi ' -- +
- & - Privoxy -Hamachi ( -
- & + $ & - Wi-Fi
- & - - - -
é - ! Privoxy Pi:
é - $ BULYR]J\

sudo apt - get install privoxy

"® https//securdogmeincom/productghamachidownloadaspx
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i - $ 3ULYRJ\

etc/init.d/privoxy start

é- - -. -
sudo nano /etc / privoxy [/ config

i - $ ' nano ' ! +
Ctrl + W): listen -address localhost :8118

+ - - ' listen -address [IP-Z"j_kZ
<Zrh]HWi ijbk\h}gbcHamachi]:8118

| - $ - -, Ctrl+X - - $Privoxy :

sudo service  privoxy restart

a + - Privoxy Pi

&+ ! VPN Hamachi & ! '
Privoxy ' -- - - &

8
x 0 Google Chrome + - $ - 0 b

+ - : [ :

-- a - -0
2] é ' - - Privoxy

Google Chrome
x O Firefox ( ): é- - o] o> >
o} > 0 0 ( ' "0
M+ ' Firefox R " -"Configure how Firefox
connects to the Internet ")
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